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or corruption, choosing the right
legal adviser is critical. You need a


    

of providing timely and practical
fraud, asset tracing and freezing
services in Jersey and overseas. A
widely respected litigation team that
can offer truly global investigative,
regulatory and recovery services.
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UBS is pleased
to support the
crime prevention work of the
States of Jersey Police Force
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CRIME REDUCTION UNIT

This handbook has been produced
with local Business in mind, with a
view to raising awareness. It provides
a cost effective option in reducing
loss or damage to your business.

Please take the time to read the
manual and if you require any further
information, please do not hesitate
to contact the Crime Reduction
Officers at Police Headquarters.
612345.
USEFUL CONTACTS
Emergency Services ..

999 or 112

Police general enquiries...

612612

Crime Reduction Unit at
the Police HQ ..............

612345

Community Policing .......

612668

Fire and Rescue .............

737444

PUBLISHED ON BEHALF OF

BY THE

States of Jersey Police,
PO Box 789,
Jersey JE4 8ZD

Crime Reduction Agency,
4 Lancaster House, Lancaster Park,
Bowerhill, Melksham, Wiltshire SN12 6TT

01534 612612
www.jersey.police.uk

01225 405002
www.crimereductionagency.org.uk

The States of Jersey Police are committed
to ensuring that Jersey continues to be a
safe place in which to live. The Island has
a low crime rate compared to many areas
of the British Isles, and consequently the
chances of your business becoming a
victim of crime in Jersey is low.
When crime does occur, it is often
opportunist, committed on the spur of the
moment. The most effective method of
preventing crime being committed in the
first place is to ensure that the opportunities
to commit crime are removed, by taking
suitable measures to secure premises
adequately and by ensuring that property is
stored securely.
With the help of this booklet we hope that
it will assist in preventing crime and making
it more difficult for those who seek to
commit crime. We recognise that preventing
crime is one of our main priorities and to
this end we continue to work actively with
our partners in both the public and private
sectors to prevent crime occurring.
Working together we can have an
impact in preventing crime and removing
opportunities for offenders to commit crime.
I therefore invite you to read this booklet
and consider using some of the ideas it
contains to increase the security of your
business premises and therefore preventing
loss or damage to your property.

LEGAL INFORMATION
The advertising space in this handbook has been sold
by the Publishers not the States of Jersey Police.

States of Jersey Police nor the Publisher take any
legal responsibility for the advice given.

Readers are, of course, advised to check the
references of any company before entering into
any commitment.

This publication is copyright of the Publisher and
may not be reproduced in whole or in part without
obtaining prior written permission

Crime Prevention advice is given freely without
the intention of creating a contract. Neither do the

Crime Reduction Agency is a trading name of
Partners in Business Agency Ltd.

Copyright © Partners in Business Agency Ltd 2010. Ref: 433
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The States of Jersey Police Crime
Reduction Unit and the People
Against Crime (formerly the Crime
Prevention Panel) work together in
reducing and preventing crimes from
occurring in the Island. Using a multiagency process when dealing with
initiatives creates a problem solving
approach with a view to reducing
crime and improving the quality of life
for all in the Island.

BY ACTING CHIEF OFFICER
DAVID WARCUP
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B

usiness Crime is often viewed as
a victimless crime. Whether your
business is small or large, crime
can have long term effects on both the
organisation and the staff.
This Business Crime handbook offers advice
on the reduction of crime and is designed
to help you implement security measures to
reduce your vulnerability.
Security should be an integral part of the
business planning process but all too often it
is not addressed until a crime has occurred.
Disregarding security matters until post
incident frequently results in a knee-jerk
reaction which can mean, consequently, poorly
assessed risks and ill-spent money.
A Security Plan should form part of the overall
Business Continuity Plan and ownership
of that plan needs to sit firmly within the
responsibility of senior management. All staff
within the organisation need to be aware of
how the security plan effects them personally.
An incident may occur whereby business
performance/activity is severely disrupted and
it will be at this point that a well thought out
security plan will be extremely beneficial.

www.jersey.police.uk

By working with other businesses, security
organisations and the Police, you will be
making a positive step towards the reduction
of crime and the fear of crime. Working
collectively will enhance your chances of
finding effective solutions and also give you
more information about real and perceived
crime in your area. It will also be helpful to
you in any discussions you may have with
your insurers or landlords about installing
appropriate security methods.

HAVING A STRATEGY
If you have an effective security strategy in
place you can reduce theft, vandalism and
fraud and you will be able to reduce losses
and increase peace of mind for you and your
workforce. This will most certainly lead to
more contented staff, potentially more profit,
higher efficiency and a better image with your
suppliers, customers and competitors.

RISK ANALYSIS
To implement the most effective form of
security for any organisation, the starting
point should be to carry out a formal risk
analysis, which will allow a security policy

STATES OF JERSE Y POLICE BUSINESS CRIME REDUCTION HANDBOOK

to be developed to protect the company’s
investment as a whole – physical assets,
employees, economic considerations, legal
obligations and so on. The ultimate success
of any security measure depends on the
commitment of the individuals to make it
work. Measures should be documented, must
be practical in day to day operation and be
understood by all staff.

Removing one or more of these factors
will prevent a crime occurring although it is
important to appreciate the difference between
tackling the symptoms and tackling the root
of the problem. Once a commercial premises
has been targeted by offenders it is likely to
be targeted again. Criminals are very adept at
identifying weaknesses and simply replacing a
forced door at the burglar’s point of entry with
another similar door is inviting a recurrence.

UNDERSTANDING THE CHEMISTRY OF CRIME
In order to prevent a crime it is important to
understand its chemistry - the necessary
“ingredients”. The following three elements
have to be present for a crime to be
committed:
A target – this can be anything from a laptop
computer, cash or stock to a building (in the
case of damage) or a human being in the case
of violence.
A motivated offender – anyone with the
necessary intent to commit a crime.
The lack of a capable guardian – i.e. the
target has little or no protection and the
offender has the opportunity to obtain it.

CHOOSING YOUR
BUSINESS ENVIRONMENT
Your business premises does not have to be
built with a fortress mentality. However, by
designing out crime, starting with the perimeter
and external environment and working inwards,
together with carefully planned supervision and
maintenance, you can go a long way towards
creating, both an aesthetically pleasant
business environment and a safe and secure
premises for both visitors and your staff. The
layout and design of the surrounding business
environment may also have some influence
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CONVEYANCING

WILLS & PROBATE

NOTARIAL WORK

Commercial services
We are a well established, dynamic law firm, dedicated
to supporting the interests of local and international
business through a high level of customer service
at very competitive rates

PO Box 696,
6 Hill Street, St Helier,
Jersey JE4 8YX
Tel: +44 (0) 1534 760760
Fax: +44 (0) 1534 878118
www.legallais-luce.com

To discuss any of the following:
Employment issues
Insolvency advice
Commercial leases
Partnership agreements
Security documentation

Notarial work
Trust Deeds/Instruments
Legal/commercial opinions
Debt collection

Contact us at: enquiries@legallais-luce.com or (Tel:) 760760
Solicitors

|

Advocates

|

Notaries Public
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over the behavioural activities of a potential
criminal.

WHAT TO LOOK FOR
Whenever seeking premises for commercial
use, the astute business will want to assess
how much protection the environment will
give against crime. This is often a ‘no cost’
advantage to the company as it is ‘borrowed’
from the surroundings.
Positive points to look out for are:
• Good lighting
• Good natural surveillance from passing traffic
• Good relations with neighbouring businesses
for ‘mutual protection’

FIT FOR PURPOSE
Ensuring that the building, whether purchased
or rented, is fit for the purpose, from a fire and
health & safety point of view, as well as for
its vulnerability to crime, can give increased
protection – long before any expense on locks,
bolts and alarms.

NEVER ASSUME ANYTHING

6
IN
NTTRR O
OD
D U C TI O N

Do not assume that because a new
commercial building has got planning
permission, it will be automatically secure to
protect your business assets sufficiently.

PAY ATTENTION TO DETAIL
Good security, coupled with focused and clear
attention to detail will deter potential criminals.
You should treat any modification to your
business as an opportunity to re-examine and
develop new measures to reduce crime. This
may include new or renovated premises, new
stock, new computer systems or changes in
business practice, or new technology.
Ensure that security plays a major part of your
business planning process.

A successful criminal attack on your building
will have at least one of several predictable
results:
• Loss of equipment
• Loss of facilities
• Drain on resources
• Damage to reputation
• Disruption of activities
• Increased fear of crime
Depending on its severity, it could cause some or
all of these effects. It follows that every realistic
step should be taken to prevent criminal attack
on your building. This demands good risk
management.

REDUCING THE OPPORTUNITY
Security assessment is all about reducing the
opportunity for crime and making possible
targets less attractive to criminals. There are
three types of physical targets in business.
• Buildings – including garages, stores and
offices.
• Property – cash, stock and equipment.
• People – staff, security guards, visitors and
passers-by.
You should consider how you can reduce
the rewards of crime, reduce provocation to
commit crime and remove excuses for criminal
behaviour.

CONSIDER ALL AREAS OF SECURITY
Take a balanced approach to reducing crime.
Don’t concentrate on only one area of security
or one target – consider them all. Don’t
forget about risks such as fraud, violence and
graffiti, or computer-data theft. Try to imagine
how a potential offender might think – ‘Think
Criminal’.

THE CONSEQUENCES OF CRIME

When you re-examine your business premises,
look for anything which will make it easier to
commit crime – for example, by making sure a
back door is always locked, you could reduce
the risk of a criminal carrying out a number of
crimes. Ask your Crime Reduction Officer for
help to make sure that you consider all risks
and threats.

A realistic appreciation of risk and the potential
consequences of crime are necessary for
effective security measures to be implemented.

If you don’t have lighting for exterior and
storage areas we recommend you install some
as soon as possible. Criminals do not like to

DETER, DETECT & DELAY
The aim at each level, (in that order) uses a
logical approach and will help to achieve a
robust level of
security.

www.jersey.police.uk
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work in areas where they can be seen and
identified easily.

PRODUCT SPECIFICATION
Careful consideration needs to be given with
regards to the type of products used in a
specific environment. The testing of security
products by independent bodies gives some
reassurance to clients that it meets certain
criteria & resistance to crime.
The Loss Prevention Certification Board (LPCB)
is an independent third party that ensures
products meet appropriate standards on a
continual basis. Loss Prevention Standards,
(LPSs) are therefore developed and form the
basis of listings which can be found in their
publication the ’Red Book’ or online at
www.redbooklive.com
LPS 1175 relates to the requirements and
testing procedures for the LPCB approval and
listing of intruder resistant building components,
strong points, security enclosures and free
standing barriers. A classification is available
from LPS 1175 SR 1 up to the highest standard
of LPS 1175 SR 8.

informed decision on the overall level of service
offered. Price should not be the only factor
involved, as a training package or maintenance
contract could be significant in ensuring the
product retains its security value.

SUMMARY
Quite often security expenditure is seen as a
cost, as opposed to an investment. Perhaps
a better approach would be to think of an
investment in security as being recoverable
over a period of time due to a reduction in crime
incidents. There is a cost in putting things right
after the event, which not only includes the
cost of fixing the problem but also time lost in
resolving the issue. If several incidents occur
over a period of time then costs mount up and
can be significant.
Think about a specific security budget and
a rolling programme. You may not be able to
achieve everything you want initially but by
addressing areas of security over a given period
will result in a robust level of security providing
layers that will be difficult to overcome. This may
well be all that is needed to deter offenders. 
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LPS 1175 supports the assessment, approval,
and specification of security doors, shutters
and grilles together with many other products
and systems designed to prevent unauthorised
access by mechanical means.
Other important & relevant standards are:
BS3621 British Standards - as in thief resistant
locks to BS EN 179: 1998/ BS EN 1125: 1997
(British/European standard) for emergency
& fire exit doors, DD 243/PD 6662 - Intruder
Alarm Installation.

SECURITY INSTALLERS
Each area of security whether it is physical or
electronic will have a set of criteria required to
be met if the installation is to be successful and
perform to maximum efficiency.
It is highly important therefore that when
choosing a security installer you make the right
choice, ensuring their work meets relevant
security standards and specifications. If
undertaking work in sensitive areas have their
staff been vetted, has a Police check been
undertaken?
In order to obtain a balanced view, obtain
quotes from several different companies
if necessary (at least three), then make an
38
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SECURITY CHECKLIST
GENERAL SECURITY

Are all the locks regularly examined to
ensure that they are fully functional?

Has a full risk evaluation survey of your
premises been undertaken in the last two
years?

Is the locking-up process of the premises
adequately controlled by competent
personnel?

Have you identified all areas that are
particularly vulnerable to vandalism or forced
entry?
Has guidance been sought from a crime
prevention adviser or from the security industry
on the security measures that you may need?
Have you sought professional advice on
the positioning, quality and capacity of security
equipment necessary to meet the risk level?
Do you allocate a specific annual budget for
crime and vandalism protection measures?
Are staff warned to note and report any
suspicious activities, or strangers seen on the
premises?

When the external doors of the building
are closed, are the keys removed from the
premises or properly taken care of and
protected?
Do you control and record the issue and
return of keys with keyholders?
Have all keyholders been advised to check
any requests to attend the premises are
genuine?
Are the window frames fully secured and
fitted with quality locks or limiters and, do they
meet adequate security standards?

Is your CCTV system
suitable for the existing level of
risk and lighting conditions?
Are all cameras checked
regularly to ensure that they
are in good working order?
Have you sought professional advice on the
positioning of cameras, remote monitoring and
the latest technology?
Do you stick to the requirements of the
Police and data protection for recordings to be
used as evidence in court?
Have you considered registering
your system with the ‘Data Protection
Commissioner’?
www.dataprotection.gov.je)
(

INTERNAL SECURITY
Does the glass in all windows meet the
adequate standard of security?

EXTERNAL SECURITY

Have you considered using security bars
or grilles, particularly for the most vulnerable
windows?

Does your perimeter protection
have the following:
Natural surveillance by people on-site,
passing by or in nearby buildings?
Formal surveillance by security patrols or
electronic surveillance, i.e. - CCTV, movement
detectors etc?
Are your boundary walls, fences and gates
inspected regularly to make sure that they have
not been damaged, and that their security
capacity has not been compromised?
Have you installed security
lights on your premises
and do you make regular
inspections of lighting to
make sure it is in good
working order?

If used, do you check the security
bars, grilles and surrounding masonry and
woodwork regularly for any deterioration and
weakness?

ALARMS AND ALARM
COMMUNICATIONS
Are all areas of the main
buildings covered by the
alarm system?
Does your alarm meet the necessary
Police requirements on reducing false alarm
incidents?

Do your business premises have a fully
supervised reception area?
Do you have an ID Badging system and are
badges released only against signatures? If so,
is a detailed record kept of all visitors?
Are visitors always escorted by their host,
on entering and when leaving the premises?
Are your receptionist and other employees
fully trained in security awareness?

OFFICE EQUIPMENT AND IT
Do you discourage your staff from leaving
any portable office equipment in their cars?
Is all your hardware stored out of sight and
secured to the infrastructure?

In case of an emergency is there a record
of the names of keyholders who can be
contacted?

Does your overall security plan take into
account the effective security
of laptop computers and
other small but valuable
pieces of equipment?

Is the alarm system administered solely by
selected people who have been trained for the
job?

Are all pieces of valuable
equipment on the premises
security marked?

Is there a recognized system for Police to
contact keyholders quickly in the event of an
incident?

Do you have a list of model, make and serial
numbers of all equipment?

Is the alarm system examined and
maintained regularly?

PROPERTY MARKING

Are the premises in good repair?
Has consideration been given to protecting
or eliminating recessed doorways, concealed
yards, shrubs, planted areas, and similar
features that can give cover to intruders?
Are the premises regularly checked for
neglect and kept clear of rubbish?
Have you checked the positioning of
outbuildings, bin shelters and other potential
climbing aids?

Have you thought of using a central alarm
monitoring station?

STRUCTURAL SECURITY

When buying an alarm system, do you
obtain at least three quotes from reputable
dealers who are members of recognised
independent inspectorates?

Are all the doors solidly
built and sufficiently secured
against a potential break-in?
Do all the locks, bolts and
other door fittings meet the required standards
for the level of risk?

CLOSED CIRCUIT TV
Have you considered using Closed Circuit
Television (CCTV)?

Have you advertised visibly the security
measures that have been taken at all points of
access?
Is there a record of the make, models, and
serial numbers, of all the details of electronic/
computer equipment and, have you kept this
record in a safe place?
Have you given considerable thought to
electronic tagging or chemical marking of
valuable items of property? 
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THE ENVIRONMENT

Some things may only become obvious when
you check out your surroundings.
In the environment and at every level of the
survey, you should think how you can deter a
criminal by:
• increasing his efforts;
• increasing his risks;
• reducing the rewards;
• reducing provocation; and
• removing excuses
Consider what might help a criminal (such as
trees, bushes or walls to hide behind). If the
area is well maintained, it will increase the
effort of a potential wrongdoer of committing
a crime, increase his risks and remove the
criminal’s excuses.

MAKE A GOOD IMPRESSION
A business in a run-down state will seem
easier to break into and criminals will

STATES OF JERSE Y POLICE BUSINESS CRIME REDUCTION HANDBOOK

You may not have any responsibility for the
layout, security or maintenance around your
business premises, but if you get together with
other businesses you may be able to influence
those responsible in other organisations that
do. New planning strategies will need crime
prevention to be dealt with at the planning
stage. This will affect the environment and your
own planning applications.

GETTING READY
Having a well organised plan will give you
an accurate design of what you will cover in
your risk assessment and give you a greater
opportunity to use effective measures to
reduce the opportunities for crime. Your
preparation should follow the ‘onion-peeling’
principle. Start with the perimeter of your
premises and work inwards with your company
as the focal point.
In your research you should find out:
• Has there been any crime in the area?
• Has your business or a business nearby been
the victim of crime?
• What type of crime has there been in the area?

www.jersey.police.uk
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T

he environment is the external area
around the business – the street,
industrial estate, retail park, pedestrian
area or shopping centre. It is the first part
of your security analysis and it will influence
the protection of your business.

probably think the business does not have
appropriate security measures in place. The
sight of rubbish and graffiti will give the same
impression.

If we give
criminals the
opportunity,
they’ll take it...
and anything else they can get their hands on!
Don’t let crime happen to you... Take advice - tel: 612345

PEOPLEAGAINSTCRIME
A CRIME REDUCTION PARTNERSHIP
10
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Queens Road Pharmacy is always happy
to be of service to the whole community.
Pop in and see our wide range of products
and speak to our qualiﬁed staff about any
of your healthcare needs.

GARDEN SCENE NURSERY
AND LANDSCAPING
LA RUE DE DOUET DU RUE,
ST. LAWRENCE,
JERSEY JE3 1GY.
TEL: 01534 865779
FAX: 01534 862527
EMAIL: INFO@GARDENSCENEJERSEY.NET
WEB: WWW.GARDENSCENEJERSEY.NET

15

57

www.jersey.police.uk

STATES OF JERSE Y POLICE BUSINESS CRIME REDUCTION HANDBOOK

• Are there any premises signed up to
ShopWatch or Storenet operating nearby?
• Is there a pathway nearby which criminals
could use for access or as a getaway? A local
map of the area might be helpful.

WHAT ARE THE POTENTIAL RISKS?
When you consider your business you should
ask yourself:
• What are the possible targets in my business?
• What are the threats to each target? (A threat
is any possible crime against a target.)
• How high is the risk of a crime being
committed against those targets?
• What would be the effect of a crime against
those targets?
Consider the full range of possible effects, not
just the financial ones. This includes staff morale,
company image and being able to continue in
business.
It is always important that you consider any legal
implications. You should also take account of
health and safety, staff welfare, trading standards
and insurance requirements.

It is a good thing, therefore, to have good
surveillance around your premises, not only to
ensure the safety of your staff and your visitors
and to allow the timely discovery of a potential
fire or other hazardous emergency, but also
to be able to detect a threat from potential
wrongdoers. This can be done as follows:
• Allow natural observation by passers-by,
workers on site or by people in buildings
nearby.
• Install electronic surveillance, such as CCTV,
security lighting, motion detectors (see
section on High Tech Solutions.)
• Security Guards.

PERIMETER SECURITY
The perimeter is the area between the
boundary of the business and the buildings
within it.
A wall or security fence surrounding your
premises defines the boundary of your
property and should limit entry to specific
locations only. However, boundaries don’t
always need to be fences, gates or walls. They
can be anything between the shell and public

11

• appropriate
• realistic
• cost-effective

Channel Islands Wholesale Group
The Island’s Leading Wholesaler
Tel: 01534 765600 Fax: 01534 765656

“Don’t take a sledgehammer to crack a nut.”
When you have collected this information, you’re
ready to begin your assessment.

SHARING THE COST
Security costs could be shared between
several businesses. For example, a fully
monitored CCTV (closed-circuit television)
system could be used and the cost could be
shared. Think about what partnerships can be
formed and how businesses can communicate
effectively between themselves about crime
issues and threats.

Channel Islands

Stores at:
• Augres

• Gorey Village

• Bagatelle

• Haute Croix

• Quennevais
Parade

• Bath Street

• La Moye

• Sion

SURVEILLANCE

• Colomberie

• Millbrook

• Snow Hill

High barricades and fences may be potentially
good for keeping out offenders, but it can
be used also by criminals, to shield them
from detection whilst they are carrying out
their unlawful activities on your premises.

• David Place

• Mulcaster
Street
• Gloucester St.
• Green Island

• St John
• St Ouen

• New Street

Open from 7.00am 7 Days a Week
45

STATES OF JERSE Y POLICE BUSINESS CRIME REDUCTION HANDBOOK

www.jersey.police.uk

EXTTER
EX
ER N AL
A L S U R RO
R O U ND
N DII NG S

Having this information before you to do your
survey will help you to decide later, which
measures are:

spaces, and could be a car park, a loading bay,
a yard or a path, painted markings or rumble
strips, or can even be unmarked.
Imagine you are a criminal and look for
opportunities for crime. These can include:
• climbing up walls or fences;
• bins which can be used to climb over a wall
or can be a target for arson;
• Tools, such as ladders or other materials left
out which can be used to break in;
• hiding places;
• areas of poor lighting at night

ANTI-CLIMB PAINT
Anti-climb paint can be used above 2.5 metres
to make surfaces difficult to climb and mark
clothing. This is particularly useful on solid
drainpipes. Warning notices need to be placed
in prominent places, adding to the deterrent
factor.

FENCING
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Steel fencing, railings or walls 2.5 metres
high make effective boundaries. A criminal
could be seen through weld-mesh – that
is sufficiently small to prevent the use of
finger and toe holds – and palisade fences.
Chain link fencing is ineffective as a security
deterrent. Combinations of walls and fences,
with well-positioned gates and entrances,
can be effective. Brick or solid walls are
effective but may attract graffiti, hide any
form of criminal activity and deaden sound.
Remember that you must follow all legal
requirements.

LANDSCAPING – DEFENSIVE PLANTING
Expert advice about the types of thorny
shrubs and plants can be obtained from a
visit to the local Garden Centre. Some of the
prickly species of shrubs can make very good
boundary fortifications and can enhance the
fencing in an eco-friendly manner. When used
beneath windows they can be a most effective
and painful deterrent.
It is important to remember that when planning
your landscape around your premises that you
give a clear line of vision to passing pedestrians
so that they can be your extra pair of eyes.
Make sure that tall trees do not facilitate the
means by which to gain access to roofs, upper
windows or overhead phone or power lines, etc.

www.jersey.police.uk

ADVERTISEMENT FEATURE

GARDEN SCENE NURSEY
AND LANDSCAPING

PLANTING FOR SECURITY....
Garden Scene Nursey is often called in to
provide planting to increase the privacy and
security around properties. Our garden
centre holds a wide range of plants to
achieve this. The usual hedging species will
give privacy but for that extra deterrant we
would recommend the following species:
Hedging plants with spines... Hawthorn,
Quickthorn, Sea Buckthorn, Berberis
Species, Eleagnus, Holly.
Plants with spines... Yucca Gloriosa,
Agave Americana, Sedges, Roses, Gunnera
Manicata, Genista, Gorse.
Plants with thorns for group planting...
Rubus Cockburnianus, Pyracanthus.
Plants with sharp edges to their leaves...
Pampus Grass.
Call in (La Rue Douet Du Rue, St. Lawrence)
for advice on your security screening and
planting. Open Monday to Saturday 8.00am
to 5.00pm ( 01534 865779).

SCAFFOLDING
Particular attention is required when scaffolding
is erected around buildings. Intruders will see this
as a perfect opportunity to gain access to areas
not benefiting from the same standard of security
as at ground floor level.
Areas of sensitivity or holding high value goods
will require additional protection. A temporary
intruder alarm may be a good option or the fitting
of supplementary locks to vulnerable windows.
It may be necessary in some cases for hoarding
to be erected to the external face of scaffolding
to prevent climbing.

CHECK FOR WEAK SPOTS
Walk around the whole of the boundary,
checking for weak areas. Bear in mind that you
will probably have to balance accessibility and
security, keep potential offenders out but allow
customers and staff in. It should always be
under your control and management.
With the correct technology in place, vehicle
access can be restricted thereby reducing the
amount of goods that can be taken from your
premises illegally. 

STATES OF JERSE Y POLICE BUSINESS CRIME REDUCTION HANDBOOK
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- All timber is jakcured treated
with a 25 year guarantee
- All steel is hot dip galvanized to
BS EN 1461 and carries a 25 year
service guarantee
- From decorative to demarcation

Open Monday to Saturday, 8:00 am til 5:00 pm
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- Comprehensive range of
standard and bespoke systems,
gates and barriers.

project
management

a complete

service

Property and Construction Consultants providing the following
services to both public and private sector clients
•
•
•
•
•
•
•
•

project and cost management
building services engineering
civil engineering
development monitoring
environmental impact assessment
geotechnical engineering
risk management
transport planning

Capita Symonds (CI) Ltd, PO Box 532
St Helier, Jersey JE4 5UW
t: 01534 847050 f: 01534 847051

www.capitasymonds.co.uk
successful people, projects and performance
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BAYLEY & MATTHEWS LTD

Larsen are pleased to support
the States of Jersey Police and
Crime Reduction Agency with
this initiative.

BUILDING CONTRACTORS
WITH A GROWING REPUTATION
BUILT ON QUALITY

For all your building needs
please contact us on
Tel:
01534 485995
Fax: 01534 484406
Email: info@larsen.je

23

CONTACT EITHER:
GARY ON 07797 721600
DAVE ON 07797 719073
TO DISCUSS YOUR PROJECT
14
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n view of its location, construction and
its contents, the manufacture of each
building will be different; therefore,
the risk of crime formed will vary as a
result. The best time to concentrate on
the security of a building is at some stage
in its original planning, when the Crime
Reduction Officer can be consulted. He will
offer free, impartial and sound advice.
Many modern business buildings are built
speculatively for rent; the developers therefore
do not know what the end use is going to
be. It is vital when assessing the viability of a
building as to its suitability for business, that
the in-built security measures are adequate to
protect that business.

THE OUTDOOR SHELL

If you have high-value stock, specialist goods
or a high level of security risk, you may also
need to talk to a security specialist, your
insurer or the Crime Reduction Officer.

BUILDING FABRIC
Check that the building is in good condition
and that the material from which it is made
provides an adequate level of security. Thinskinned or profile-metal buildings can be
vulnerable but adding bollards, improving
lighting or cutting back bushes will increase
security by making a potential offender
more visible. (Profile metal is pre-fabricated
corrugated metal panels bolted together to
make walls).
Make sure that there are no gaps where
a criminal could use a tool to prise open
part of the building to gain entry. This might
happen where two types of building fabric
join (for example, brick and profile metal, or
where the wall meets the roof). Check around
doors, windows, skylights, air vents or any
other openings to make sure they have been
professionally fitted and are secure.

STATES OF JERSE Y POLICE BUSINESS CRIME REDUCTION HANDBOOK

Roofs may be a vulnerable part of the shell.
Flat roofs can be a higher risk because they
can provide a convenient platform for a
criminal to use as a way of getting into the
building.
Roof coverings should be secure, and skylights
and ventilation shafts should be protected to
the same standard (or higher) as the windows.
Check that equipment stored near the building
does not provide easy access to the roof. If
the design of the building allows access to the
roof, you should consider using anti-climb paint
or physical barriers as a way of preventing
access.
All barriers such as rotating vanes or fences
should meet health and safety regulations.
Pay particular attention to cellars, loading bays
and the sides and back of the business. A
cellar might make a good hiding place. Think
about how a criminal might view the business
at different times of the day (for example, when
the business is closed or at night). Simply
improving the lighting or cutting back bushes
and trees will improve security.

SECURED BY DESIGN
Secured by Design is a Police
initiative to encourage the building
industry to adopt crime prevention measures
in the design of developments to assist in
reducing the opportunity for crime and the
fear of crime, creating a safer and more secure
environment. Secured by Design is owned by
the Association of Chief Police Officers (ACPO)
and has the support of the Home Office.
Incorporating sensible security measures
during the building of a new development or
the refurbishment of buildings and estates has
been shown to reduce levels of crime, fear
of crime and disorder. The aim of the Police
service is to assist in the design process to
achieve a safe and secure environment for
residents, without creating a development
suggesting a ‘fortress mentality’.
Further information can be found at
www.securedbydesign.com

www.jersey.police.uk

15
P LLA
A N NI
N I NG
N G YO U R P REM
R EM IIS
SEES
S

The shell is the main fabric of the building,
including the walls, windows, doors, skylights
and roofs – in fact, anywhere that an intruder
could potentially gain access to your premises.
You should treat sheds, outside storage areas
and garages in the same way as the shell of
the business.

VULNERABLE AREAS

ADVANCED
CARPENTRY

Property Maintenance Services

GENERAL PROPERTY MAINTENANCE
For All Your Property Needs

Some of the services we offer include:
Kitchen installations Bathroom intstallations
Bedroom installations Hardwood staircases
Hardwood ﬂooring Ceilings
Doors and door frames Timber decking
Loft conversions General building
Property maintenance

Over 18 years experience in
general property maintenance;
improvements; renovations in local hotels
Kitchens • Bathrooms • Flooring • Walls

GENERAL CARPENTRY
Doors • Floors • Offices • Kitchens • Decking

PAINTING & DECORATING

Tel. 759149
Mobile 07700 329192

Interiors • Exteriors • Wallpapering • Varnish

www.carpentersjersey.com

No job too small
Contract work undertaken

OTHER
Tiling • Marble Laying and Fitting • Fixtures

Tel: 01534 280700
E-Mail: enquiries@4moya.com
Web: www.4moya.com
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Good Moves Limited
Office Relocation and Domestic Removals

L C V CARPENTRY LTD

also offer

UNIT 7C, RUE DU BECHET, TRINITY, JERSEY JE3 5BE

Disaster Recovery Assistance
ALL ASPECTS OF CARPENTRY
BESPOKE JOINERY
SHOPFITTING
PARTITIONING
SUSPENDED CEILINGS
OFFICE REFURBISHMENT

Furniture moved

•

PCs stored off-site

•

Filing systems packed and indexed

•

Buildings cleaned and cleared

•

Emergency hot-line
Telephone 01534 769086
or email: admin@goodmoves.co.je

Mobile 07797 711174
Tel/Fax 01534 862782
Email lcvltd@jerseymail.co.uk
Web www.lcvcarpentry.com

62

•

No. 20 Commercial Buildings, St Helier,
Jersey JE2 3NB

61
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ANONYMITY
Crime is always easier to commit
where offenders cannot be
recognised. Consequently, they will
take opportunities to offend where
they are likely to remain unidentified.
The built environment, including areas
of open space, can be so organised
that it creates the potential for, and
alternatively, reduces the levels of
offender anonymity. People expect
to see strangers in public space, so
there is a natural tendency to ignore
them, providing the offender with the
anonymity, and thus opportunity, to
commit offences.
This problem tends to be at its worst where
fully public space directly abuts private space,
with no intermediate ‘buffer zone’ spaces in
between. In public spaces, everyone has a
legitimate excuse to be there, and wrongdoers
become indistinguishable from legitimate
users. Because of this, many people are less
inclined or able to recognise problems or, more
significantly, to intervene when they occur.

ALTERNATIVE ESCAPE ROUTES
It is recognised that too many footpaths and
through roads in a development help to make
crime easier to commit. They provide choice
of alternative escape routes from the scene of
the crime, rather than obliging the offender to
return by the way he came. The opportunity to
take a different route gives him the anonymity
and safety he seeks, as opposed to the dangers
of returning the same way, where he may have
already been noticed. The more alternative
routes there are, the more confident the
wrongdoer feels, and the easier it is to commit
crime.

LACK OF SURVEILLANCE
It is clearly easier for offenders to commit
crime if they cannot be seen at any stage of
the criminal act. Developments where the
design denies residents the ability to see what
is taking place outside and around them will be

STATES OF JERSE Y POLICE BUSINESS CRIME REDUCTION HANDBOOK

CRIME FEATURES
These are features within the designed
environment which, simply because of what
they are and where they are, can influence crime
and anti-social behaviour. Consequently care
needs to be taken in the way that the design of
developments allows them to interact with these
features. Examples are:
• Movement Generators – Footpaths which
link two places together, which help to
generate anonymity.
• Out of Scale Facilities – Such as
supermarkets intended for the larger, rather
than the local community.
• Honeypots – Places such as fast food takeaway restaurants that encourage people to
congregate and remain longer in an area
than they would otherwise do.
• Hotspots – Places where criminal or social
misbehaviour becomes concentrated.
• Fear Generators – Places which cause a
perception of fear and become abandoned
to anti-social acts and behaviour.

SITE MANAGEMENT
To be successful, the management of the
scheme needs careful consideration. Otherwise
an environment which abets crime may
unwittingly be allowed to flourish.
It is essential that a programmed management
system is in place to maintain the physical
development and its environment. Regular grass
cutting, ground maintenance, litter and graffiti
removal are examples of management. Social
and service needs of the residents should also
be considered, for example, shops, telephone
kiosks, bus routes & meeting rooms.

www.jersey.police.uk
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It is much easier to ignore anti-social behaviour
in public areas, over which individuals have
less control, than in more private areas.
Here strangers become identifiable. Housing
developments with excessive public space can
cause the potential for anonymity – features
should be included which infer and encourage
ownership.

more likely to suffer from crime and anti-social
behaviour.

ARSON

• Loss of facilities or amenities for the
community
• Pollution of the air by smoke and possibly
waste pollution as a result of the water run off
produced during fire fighting operations
• Loss of buildings with heritage importance

ARSON ACTION PLAN

Although the public perception is that arson is a
crime against property rather than the person and
that the insurer will pay, the losses due to arson
are not simply financial; they can also involve:
• Injury to members of the public, staff and firefighters
• Business interruptions or even closure of the
company
• Loss of homes

In addition to those fires that are known to have
been started deliberately there are a number
of small fires that are extinguished in their
incipient stages without the fire service being
called; some of these may also have been
started deliberately. There are also a number of
incidents that are recorded as being of unknown
origin, a proportion of these may also have been
the result of arson.
In an attempt to reduce the number of incidents
of arson that occur in industrial and commercial
buildings, the States of Jersey Fire & Rescue
Service recommend that you consider
formulating an Arson Management Action Plan.
For further advice contact the Fire Safety
Department on 633567
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Safety is paramount! …whether in a work place or at home. In the event
of a fire - every measure should have been taken to ensure that safety.
Automatic smoke curtains & fire curtains are designed to protect people, stock
and valuables etc., by containing a fire and its smoke. They can easily be
incorporated into new-builds, or retro-fitted to an existing structure.
The curtains are triggered through the fire alarm and also designed to
operate if the power supply is interrupted, and
have delayed action & split drop facility options.
Unlike standard steel fire shutters, fire curtains
have a fail-safe option, and in comparison they:
suffer less wear & tear, so less maintenance; have
better conductive properties; are
more attractive, blending into a
building’s structure; and are lighter
and safer to use.
… Huge benefits that help create
greater protection for your living
and working environments - and
give you peace of mind.

21
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Smail and Richards Ltd
Electrical Contractors & Fire & Safety Engineers
Installation, Service and Maintenance
Fire Risk Assessment & Consultants
Electrical Testing and Inspection

Smail and Richards Ltd have been established in Jersey for 35 years
Safety is of prime importance for both you and your property; at Smail and Richards we offer full support and
guidance on the latest Electrical standards and Fire-Safety legislation. As well as full design, installation and
servicing of all Electrical and Fire-Safety systems both in residential and commercial properties.

Portable appliance testing (PAT) tests electrical appliances for safety and
should be carried out yearly.

Periodic testing tests an installation to ensure it is safe to use and should be
carried out every 10 years for residential and every 5 years for commercial properties.
At Smail and Richards we can do this professionally and quickly.
Fire and Safety
Fire Alarm & Safety systems are installed to provide LIFE SAFETY and should also be
checked a minimum of twice a year or every 6 months. At Smail and Richards we can
carry these checks out affordably and with the least disruption to you or your business.
Household battery or mains operated smoke
detectors, provide an early warning of Fire in your
home and as such gives protection to you and
your family, ensure you are all safe by testing these
regularly, it only takes 5 minutes and can save a life.

We can supply and install all these from the latest wireless systems to conventional wired
systems, at Smail and Richards Ltd we offer free estimates and hassle free service,
we can even service and maintain any existing system.

Intruder Alarms. Wireless and conventional Intruder alarms
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Fire Alarms, Safety systems, Intruder Alarms, CCTV and Extinguishers

19

can be installed easily and monitored by yourself using your mobile
phone saving cost and giving peace of mind.

Access Control. Cost effective Access Control or Door Entry can enhance the
safety of any building and limit access to required areas.

CCTV. Designed and installed correctly, CCTV can give you the
eyes in the back of the head. And modern recording systems
ensure nothing is forgotten.

Fire & Safety Systems. Fire systems designed to save life and Property; Safety
systems include systems which aid those with limited abilities in the case of an emergency.
At Smail and Richards Ltd we pride ourselves on the Design, Installation and Service we provide our customers.
With 24hr callout and service we offer that personal touch that is sometimes forgotten.
64
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Contact mail@smailandrichards.co.uk or Tel: 723503
Fax: 780480
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Fire & Security Services
AFM offers comprehensive fire & security services. We employ qualified technicians and tradesmen
who deliver to high standards. Our team is able to design an ongoing preventative maintenance
programme as well as solve any immediate issues which may arise. We have extensive experience in
dealing with all aspects of the job.
Please review our services as outlined below:
FIRE ALARM SYSTEMS
Complete design and installation
of all fire detection systems. Fixed
or wireless systems to suit the
building requirements.

BIOMETRIC SYSTEMS
Our team can supply and install these
new high level forms of security
systems, which utilise fingerprint and
eye scanning systems.

ACCESS CONTROL SYSTEMS
For all your internal or external
doors, our team can install all
forms of intercom and access
control systems.

DISABLED CALL SYSTEMS
Regulations require dedicated
disabled call points, for the safe
evacuation of disabled personel from
your building

INTRUDER ALARM SYSTEMS
All levels of intruder alarm system
requirments can be provided
using infrared through to vibration
detection devices.

FM200 SYSTEMS
To protect your valuable computer/
storage rooms against potential fire
damage

CCTV SYSTEMS
Our team is able to install all forms
of CCTV cameras and associated
recording equipment

ELECTRONIC ARTICLE
SURVEILLANCE
Mainly designed for the retail market,
these devices can be installed for a
variety of applications

MONITORING OF ALARMS
Our 24 hour monitoring desk can
be alerted to any fire or security
alarms on your premises. Bespoke
monitoring pkgs are also available.

24 HOUR CALLOUT
Our 24 hour callout team are available
to attend to all your emergency calls

OPENINGS
Any opening is a potential weak point. This can
include doors, windows, delivery bays, skylights
and ventilation grilles. Every opening can have a
different level of risk.
An opening at the front of your business may
be more secure because it is less likely to be
attacked. Openings on upper floors are usually
more difficult to reach and a delivery bay may
be more secure while there are workers about
taking deliveries.
When the business is not open, security
measures should concentrate on guarding
against criminals. When the business is open,
security measures shouldn’t make it difficult for
staff, suppliers or customers to get in or out.
It is preferable and more secure to fit door-sets
(frame, door, locks and fittings) tested to British
Standard BS PAS 24. This is the standard
for high-security doors for homes. These
are generally adequate for most businesses.
Sites that have a medium or high risk should
use doors, grilles and shutters tested to Loss
Prevention Board Standard LPS 1175.

DOORS
Doors should be fitted with a five-lever mortice
lock tested to British Standard BS 3621. You
can reinforce existing doors by bolting 1.5-

Points to note for all external doors:
• Doors should be aligned with the plane of the
building, avoiding any recesses.
• The door should fit the frame snugly to prevent
it from being forced open with a crowbar or
similar tool.
• Door frames should be solidly built and as
strong as the door itself.
• Wooden doors should have a minimum
thickness of 44mm.
• Materials, such as UPVC and certain aluminium
sections can be weaker and less durable.
• External hinges should be covered and the
pins should be irremovable.
• Only laminated glass should be used in glazed
doors to prevent a break in or an accident.

Dept of Genito Urinary
Medicine (GUM)
General Hospital, St Helier, Jersey JE1 3QS
Telephone 01534 442856

CLINIC TIMES
No appointment needed
Tuesday

5.00-6.30 Males

Wednesday
Thursday

5.00-6.30 Females
5.00-6.30 Males and Females

For further information and advice please telephone 442856
It is a free and conﬁdential service open to anyone
who has concerns or problems relating to sexual health.

• External and security doors should be fitted
with spring loaded door closers. These should
always be positioned on the inside face of the
door.
• Security doors should be built to British
Standard (PAS) 024.
For Insurance purposes, the final exit door
must be secured by one of the following:
• A mortice deadlock to British Standard 3621 or
a deadlock with at least five levers or other lock
providing equal security.

HIV testing is available.
43/
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Some openings may be particularly vulnerable.
These are often at the back or side of a building.
To overcome this, you could introduce more
secure locks and bolts, good lighting and
possibly CCTV. Consider using tinted glass or
film where appropriate to reduce the visibility of
valuable goods. Unwanted openings could be
bricked up.

millimetre sheet steel to the door and fitting bar
reinforcements to the frame.

• Key-operated security bolts must be fitted also
to the top and bottom of all doors except for
the final exit door.
• Built-in deadlocking cylinder locks and security
bolts if the door is double glazed.

– BS EN 179: 1998 emergency exit device
(doors used by employees only)
– BS EN 1125: 1997 panic exit device (doors
used by general public)

LETTERBOXES
• If you have not complied with this endorsement
your claim may be reduced or declined by your
insurer.

FIRE AND EMERGENCY EXIT DOORS
The fire escape door is quite often propped
open in hot weather. This is an area where
business security is often breached.
• External doors should be covered by the
building alarm and have a ‘door open’ warning,
even when the alarm is not set.
• Fire doors require particular attention. Security
must not impede escape.
• The fire officer must be consulted before any
alteration is made to external doors. Failure
to do so may result in the fire certificate being
contravened.
• The following standards apply:

Besides meeting Post Office requirements,
these should have a spring flap and a cage on
the inside, so that no one can grab the mail from
the outside. Consider also, the possible threat
of an arson attack, in which case the letterbox
should be made to withstand fire damage.

WINDOWS
Windows in sites that have a low or medium
risk should meet British Standard BS 7950.
Laminated glass should be used on groundfloor windows or accessible upper-floor
windows. Window locks that use a key should
secure all accessible windows. If a window is
easily accessible, it may also be appropriate to
limit how wide it can be opened, or to fit bars
or a grille. Windows can be protected by roller
shutters. However, slotted shutters are often
harder to vandalise. Shutters, bars and grilles
can be fitted to the inside but this will leave

22
R ETA I L S EC U R I TY

“Fed up talking
to a machine?”
For household insurance,
talk to real people, talk to us.
When it comes to household insurance nobody likes to be put on hold,
held in a queue or left listening to recorded messages.
You demand prompt, personal service, especially in an emergency.
As a member of Jersey Mutual you can always expect a swift, personal response
to your enquiries and for any claims you may make.
Find out more about our personal approach,
call 734246 and speak to one of our staff personally.
74 Halkett Place, St Helier • Phone: 734246
Fax: 733381 • www.jerseymutual.com
We’re open 9-5, Monday to Friday.
30
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the window or door vulnerable. Remember to
check with planning and fire regulations before
fitting bars, grilles or shutters.

SUMMARY
Walk around the building and look for potential
weak points. Imagine what a criminal would
be looking for – ‘Think Criminal’. Secure any
potential means whereby a criminal could get in.
Remove anything which could be used to break
in or damage the shell of the building. Move any
targets which can be seen from the outside.
Give some thought to the appearance of the
building when it is open for business and when
it is shut. Take into consideration the weekends,
shift workers and deliveries out-of-hours.
• Is the building well serviced and maintained?
• Are all doors and windows properly fitted by
a professional?
• Are all openings secured?
• Have you checked your Letterbox as well?
• Are all storages secured?
• Is your loading bay and yard properly
monitored and secured?
• Are all vulnerable areas secured properly?

• Are there regular checks of the building and
the surrounding area?

INSURANCE – CAN BE THE
DIFFERENCE BETWEEN
BUSINESS SUCCESS & FAILURE

C

rime can be very damaging to a
business and sometimes can result in
the loss of an entire business venture.

A break-in, dishonesty by an employee or
another person, fraud or other crime is often
distressing and can result in a loss of trade, a
loss of opportunity, a lost reputation, feelings
of insecurity for employees and customers, lots
of disruption and inconvenience and significant
financial loss.
Insurance can help a business to offset some
of the financial consequences and most
insurers are keen to help policyholders to
avoid or minimise loss by assisting in reviewing
security arrangements, carrying out on-site risk
assessments and by supplying helpful, written
guidelines on specific crime prevention topics.
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It is in policyholders’ interests to take their
responsibilities seriously. There are many
benefits in doing this and, from an insurance
perspective, include premium savings and
safeguarding the availability of insurance.
Before accepting a client’s risk, an insurer
will want to be sure that a policyholder
has taken reasonable and appropriate
precautions to prevent claims and minimise
their consequences. Insurers set premiums
according to their perception of risk, largely
based upon the likelihood of claims occurring
and the potential financial implications if they
do. The better the perceived risk, the lower the
premium will be.
In the past, I have been made aware of a
number of businesses which have failed
because they have not arranged insurance or
because the insurances they have arranged
have not been sufficient to offset the financial
consequences of a crime. In some of these
cases, the businesses had insured assets which
had been lost but had not insured for the cost of
business interruption, including loss of profit or
revenue.
To help in maximising the success of a
business, it is essential to purchase insurance
which is tailored to and appropriate to the needs
of the business. Sometimes, these needs are
not easily identifiable or are easily overlooked
and it is important to seek professional,
independent advice (such as that provided by
an insurance broker) when considering the
insurance needs of a business.
Whilst we are fortunate to live in a relatively
crime free environment in Jersey, we should not
be complacent and not take the view that crime
will not affect us. There is a good chance that,
at some stage, it will and being prepared and
having sufficient and effective insurance support
is essential for most businesses in Jersey.
Please don’t ignore or overlook the importance
of arranging adequate insurance protection. 
Article written by

www.jersey.police.uk
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• Is the exterior lighting adequate?

Insurers can also give practical support in the
event that an incident occurs and can assist
in compiling plans to minimise the affects of
crime. A business continuity plan should be
considered by all businesses and could help
to save the venture in the event of a serious
incident.

24
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are proud to support the

States of Jersey Police
Crime Prevention
Campaign
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TRAIN YOUR STAFF

I

t is imperative that
every member of staff
is fully aware of all
the security procedures
you have taken and can
operate any equipment.
Regular staff training and
security reminders are very
important.
Make sure all service doors,
other than the front entrances
and exits are kept locked
when not in use. They must,
however, comply with fire
regulations.
Access to rooms and
stores, above or at the rear
of premises, should be designed so that you
don’t have to leave the building in order to have
access to them.

Get into the habit of making a security check on
all doors, windows and alarms before leaving
the premises at the end of the day.
To lessen your vulnerability it is advisable to
have more than one member of staff on your
premises. Notices outside that anti-theft
devices are operating inside become a true
deterrent where the systems have been properly
installed.
Security guards can be introduced full time, or
to cover a particularly vulnerable period.
Internal displays can be sited in such a way as
to guide the honest shopper through the sales
area to the tills but can act as barriers to the
would-be robber. Remember to be careful not
to interfere with a good natural view of the inside
of the premises.

PAYMENT AND CHEQUE FRAUD
For the retailer, cheque and plastic card fraud
is an ever-present problem, calling for a great
deal of care in all transactions. Banks and
business people are now working together to
combat the thieves, knowing that every loss
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The development of new technology including
high security markings, more secure signature
strips and holograms together with an
increase in the number of transactions sent
for authorisation, should do much to help.
However, the Cardholders still need to look after
these valuable items.

WHAT THE RETAILER CAN DO
Fraudsters target retailers who offer credit
facilities. They obtain credit by providing a
genuine address and other details, but they
move on before making any payments. This is
a difficult area to tackle, as it can be difficult to
separate fraudsters from customers who have
simply run up a large debt.

PREVENTATIVE MEASURES
You should always ask a customer who is
seeking credit to produce more than one proof
of their identity. However, this will only have
a limited effect – as explained above, many
fraudsters will be able to produce genuine
identification.
Establish strict vetting procedures to deal with
applications for credit.
It is vital, when processing a plastic card sale
that the correct procedure is observed:
1. Imprint the sales voucher, or swipe the card.

www.jersey.police.uk
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It is advisable not to open or close your
premises alone. Another person should be
with you at these times when your attention is
elsewhere.

is eventually felt by everyone engaged in trade
and commerce.

JERSEY ADVISORY AND
CONCILIATION SERVICE
Helping to build harmonious relationships between
employers and employees and to improve the
performance and effectiveness of organisations.

JACS IS HERE TO HELP
 Provide answers to employment problems before they
escalate
 Settle employment disputes between employer and
employee or between employer and trade union
through conciliation, mediation or arbitration
 Give impartial, professional advice on
good employment relations issues
 Publicise good practice on
employment relations through free
leaflets and booklets.

2. Hold the card. Rub the signature strip and
examine the card to detect signs of tampering
or alteration.
3. Whilst holding the card, watch the customer
sign the voucher or cheque.
4. Match the signature on the voucher or cheque
with that on the card.
5. Check the signature spelling against the
embossed name. If the card was swiped
through the terminal, match the embossed
account number against the till roll.
6. Check ‘valid from’ and expiry dates.
7. Seek authorisation when required.

CHEQUE GUARANTEE CARDS
Use checking procedures 2-6 as above then:
• Do the sort codes on cheque and card match
where present?

ADVICE-LINE

730503
Trinity House, Bath Street, St Helier, Jersey JE2 4ST
Fax: (01534) 733942 Email: jacs@jacs.org.je www.jacs.org.je
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• Check it is not a company cheque.
• Is the cheque’s value within the limit on the
card?
• Write the cheque card number on the cheque.
• Suspicious? Telephone 24-hour Helpline. For
a list of contact numbers please see the web
page www.cardwatch.org.uk

24

R ETA I L S EC U R I TY

CHIP & PIN

For complete solutions ...


Digital and analogue communications
recording



Closed circuit television



Microwave communications links



Building access control and security
systems



Public address, conference and sound
recording systems



Mobile radio for on-site and wide area
applications



Wide area and on-site radiopaging

... the key to success
Communications Services
Jersey Airport, St Peter, Jersey. JE1 1BY
Tel: (01534) 446170 Fax: (01534) 482483
Email: commserv@jerseyairport.com

Chip & Pin is a new method of credit/debit card
transaction verification. The card is swiped or
inserted into a slot and the customer simply
enters his or her PIN number into a keypad
instead of using the inherently less secure
method of signature verification.
The keypad should be made available in such a
way that the customer can conceal the number
they type into the keypad.
For further information please see
www.chipandpin.co.uk

PREVENTATIVE MEASURES
SLOW THEM DOWN
Time is a key factor in most burglaries. Burglars
will put themselves at risk of being caught for
as little time as possible. For them the risks
are highest when they are conspicuous to
passers-by or in the short time they have to
complete their burglary after a burglar alarm
has gone off. To prevent burglaries effectively,

18

www.jersey.police.uk

STATES OF JERSE Y POLICE BUSINESS CRIME REDUCTION HANDBOOK

you should delay burglars at these times for as
long as possible in order to make the risk seem
unacceptable. The best way to do this is to put
your resources into more than one of the types
or levels of physical protection advised in this
booklet – the more barriers you create the more
you will slow them down – Remember – Deter,
Detect & Delay

LOCK UP YOUR STOCK AND CASH
You can protect portable high value goods such
as jewellery, laptops and mobile phones by
removing them from display windows overnight,
and locking them in a safe, or a secure room
or cage. But be aware of the drawbacks – the
extra workload on you and your staff, and the
likelihood that empty windows will attract less
window shopping and therefore less ‘informal’
Policing. (Having more people around increases
the chance of there being witnesses who can call
the Police).

HIDING STOCK
Burglars will be less likely to break into your
stock room if you hide what is in it by boarding
or whitewashing over the windows.

deliveries to reduce stock levels. But while
such methods may minimise stock taken in
a burglary, they are unlikely to deter a burglar
unless he or she knows stock levels are low.

DUMMY GOODS
In some cases, using dummy goods, (such as
coloured water in wine bottles in off-licence
displays, or empty CDs and cassette tapes)
will deter some opportunistic burglars who only
seek display goods, but you have to make it
clear that the goods are not real. This approach
will not deter burglars seeking high value stock
from inside the shop.

CASH
Keep as little cash as possible on the premises
with a minimum in each till. Positioning tills
away from entrance/exit doors lessens your
vulnerability to till snatches.
Transfer excess cash to somewhere safe. It is
unwise to count cash within anyone else’s view.
Restrict access to the rear of counters by
means of lockable doors or counter flaps.
Try to pay your staff by cheque or by bank cash
transfer.

27

REDUCING STOCK
By leaving the till visible, open and clearly
empty, any burglars seeking cash are likely to
lose interest.

BANK YOUR CASH
If you do not leave cash in
the store overnight it cannot
be stolen in a burglary. Night
safe facilities are available after
opening hours.
Choose the right staff for the
job. Be alert. Look out for
suspicious people or vehicles.
Always use a secure container
for carrying cash, but don’t
draw attention to it.
If large amounts of cash need
to be banked or collected
on a regular basis, then the
safest method is to employ
a recognised cash carrying
company. If you do not use
a specialist cash collection
company be sure you vary the
route you take to the bank and

STATES OF JERSE Y POLICE BUSINESS CRIME REDUCTION HANDBOOK
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The less you have in stock to attract the thief,
the less can be taken. By co-ordinating with
suppliers you can introduce ‘just in time’
deliveries, use catalogue deliveries or home

LEAVE THE TILL OPEN

Superior Design and Engineering Excellence

TEL 733557
www.garagedoors.je
33 Lewis Street, St Helier,
Jersey JE2 3PB
FAX 737547

Superior Design and Engineering Excellence
28
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On Site Shredding
(Jersey) Limited.

Sunset View, Rue de Galet, St. Lawrence, Jersey JE3 1LQ
Phone: 07797 740 849 - Howard Walker
Phone: 07797 740 311 - Colin Seymour
Phone / Fax: 01534 768747
onsiteshredjerseyltd@jerseymail.co.uk

Keeping it safe.

Confidential waste destruction on your doorstep.
Keeping your client information
safe and confidential.
We are a small local company supplying a unique service to financial
businesses both large and small.
We are the only confidential waste company that can guarantee the
complete on site destruction of your office waste using our purpose built
mobile shredding unit (access permitting).
Space in the vehicle for your staff to witness destruction of your
waste if required.
We can also destroy CD’s and tape media should you require.

What else do we do?
We supply confidential waste bins that have slam locks and non return
shielding over the paper slot.
All bins are collected weekly, extra collections can be arranged to suit your
requirements.
We also specialise in Archive and storage clear outs and can destroy
approximately 300 standard Archiving boxes per visit. We recycle all used
archive boxes. We can supply paper waste sacks with seals. Certificate of
destruction issued at time of shredding.
Archive movement. Safe secure collection and retrieval of often valuable
archives and confidential records.
Other recycling. We can assist with the supply of bins and bags for the
separation of recyclable waste, metals, plastics and paper and redundant
office equipment.

10
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the times you leave the shop. Remember
you are most vulnerable at the start or finish
of your journey.

COUNTERFEIT CURRENCY
Counterfeit bank notes sometimes turn up
in circulation on the Island. There could be
forged notes in circulation now. Be aware of
the possibility and take care to check bank
notes before accepting them. Things to look
out for are:
The “feel” of the paper: If the note is in
reasonable condition it should be crisp and
slightly rough in the heavily-printed areas. It
should not be limp, waxy or shiny.
The quality of the printing: It should be
sharp and well defined with no blurred edges.
The colours should be clear and distinct with no
hazy fringes.
The watermark: It should be hardly apparent
until the note is held up to the light. Then a
clearly defined portrait, the head of a Jersey
cow will appear. Subtle graduations of light and
shade, is visible.

Fluorescent markings: Genuine notes have a
pattern of bar codes embedded in paper which
fluoresce when an ultra violet light is passed over
the note.
Further information on English notes can be
found at www.bankofengland.co.uk

PHYSICALLY PROTECT
THE TARGET
STRENGTHENING POTENTIAL ENTRANCES
Use high quality (hardwood) frames and
doors, steel reinforcing and anti-thrust bolts
on vulnerable doors, and bars on vulnerable
windows. Glass panels in doors are particularly
vulnerable to attack and ideally they should be
avoided or boarded up.
Ask for materials that comply at least to BS8220
for the construction industry as a minimum
standard of strength. And the locks on doors
should be at least up to the quality of a five-lever
mortice lock conforming to BS3621.

STATES OF JERSE Y POLICE BUSINESS CRIME REDUCTION HANDBOOK

These are excellent in providing a high degree of
security to vulnerable windows and openings.
There are three main types:
• Internal grilles – usually a thin lattice mesh
that is lowered just behind the window. (Note
that these do not protect the window and glass
replacement is often the greatest cost in a
burglary);
• External metal grilles – usually of the ‘tube
and link’ design;
• External roller shutters (made from solid
aluminium or steel strips or laths which can
have ‘windows’ punched into them to allow
window shoppers a glimpse of your wares).
External grilles and shutters usually roll up into
housing behind the fascia while the shop is trading;
some are taken down in sections and stored inside
the shop.
Care should be taken in the choice of shutter.
Firstly, badly designed or solid shutters prevent
window-shopping and create a fortress–like hostile
environment, reducing the numbers of passersby at night, which in turn may increase the level
of crime. Secondly, their horizontal design and
projecting housings seldom fit aesthetically with
the design of a building, (and this is of particular
importance in the case of listed buildings).

FIT GRILLES INSIDE
You can protect high value goods within the
shop floor area by securing high risk display
cabinets, such as those for tobacco, with
protective grilles and shutters.

www.jersey.police.uk
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The thread: All genuine notes have a thread
embedded in the paper. In all notes, when held
up to the light and shade, this thread is visible.

GRILLES AND SHUTTERS

GLASS ‘FILM’
A reasonably cheap way of improving the strength
of glass windows against physical attack is by
applying a plastic film, available in various grades,
to the rear of the window. This is a good deterrent
but filmed glass windows are slightly less clear
than non-filmed windows. Mirror-finished film on
rear windows will both increase the strength of
the glass and fully restrict a burglar’s view into rear
storage areas.

the added precaution of bolting it in place and
positioning it discreetly. If you have, or are
fitting a burglar alarm, you can include sensors
inside the safe that will set the alarm off if the
safe is opened. But beware buying a fire safe
that doesn’t necessarily protect against theft,
and vice versa. Your insurers will be able to
help you choose a suitable safe and suggest
minimum standards of specification. Don’t
undermine the effectiveness of your safe and
make sure you:

LAMINATED GLASS

• Keep tight control on safe keys

This is very difficult to break through because
it is made by bonding a layer of tough plastic
between sheets of glass, and this will hold
the window together even after the glass has
broken. However, to be effective you must
ensure that window frames and fixings are
equally strong, and bear in mind that you will
often still have to pay to replace the glass, even
if the burglars were not able to take your stock.

• Issue keys to the very minimum of staff

SAFES
A good quality safe will protect cash and
valuable items overnight but you should take

• Never leave a safe key on the premises
• Consider use of a safe with a numerical
combination lock; numbers should not be
compromised.

SECURE CAGES
Secure cages in the stock room can provide
additional security for high value stock.
They can be constructed using expanded
metal sections or created by increasing the
protection within an existing internal room.
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A Secure Business
A Secure Future
We have been providing advice and
practical assistance in all areas of crime
prevention for over 40 years.
Why not let us show you how we can
make your business and home more
secure.
Call us today on 738303
or email sales@ilsj.co.uk
• Access Control Systems
• Locks
• Safes
• Security Cabinets
• Signage
Professional Service, Traditional Values
5 Beresford Street
St Helier
JE1 4HL
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Fully integrated, state-of-the-art
Intruder Alarm and Access Control systems
About Inner Range

Concept 4000 / Insight Systems:
Seamless Integration of
Intruder Alarm and Access Control

Since our inception in 1988, over 80,000 Inner Range systems have
been installed in over thirty countries.
Amidst impressive growth, Inner Range has remained focused on
what it does best: the integration of intruder alarm and access
control functionality.

Wonderfully powerful as either a state of the art intruder alarm
system, or a fully featured access control system, our solution is
without peer when the specification calls for seamless integration of31
these two disciplines.
As an intruder system it sets a new benchmark. Thousands of areas,
thousands of inputs and outputs, powerful macro-logic, TCP/IP
connectivity and an array of flexible reporting options.

Consultants who specify our products, technicians who install them
and consumers who use them all benefit on a daily basis from the
pursuit of excellence that is the hallmark of Inner Range system
design.

As an access system it offers all of the leading product functionality
that you would expect in a state of the art enterprise level solution.
Hundreds of thousands of users, multiple card formats, lift control,
and module redundancy that will maintain full functionality, even in
the event of complete server failure.

Cost effective scalability, programming flexibility, powerful logic and
third party compatibility are just some of the compelling reasons to
choose an Inner Range solution.

A truly worthy contender in either an intruder or access only role,
but it is through the integration of these two applications that the
system delivers its compelling advantages: Reduced equipment
cost, lower installation and maintenance costs, simpler and more
practical system management, complementary functionality to
name just a few.

Facts at a glance:
• World leader in integrated intruder, access control and building
automation systems
• Established 1988

Concept hardware coupled with Insight software delivers an
unrivalled and truly unique, integrated solution.

• More than 80,000 systems sold worldwide in over 30 countries

CHANNEL ISLANDS:

•
•

Security Alarm Systems
CCTV Systems

Tel: 608866

•
•
•

Door Access Systems
UPS Systems
Generators

Fax: 608868

•
•

Fire Alarm Systems
Gas Drenching Systems

Email: enquiries@pps.je

Power Protection Security Ltd, ESM Offices, La Route De St Aubin, St Helier, Jersey JE2 3LL

STATES OF JERSE Y POLICE BUSINESS CRIME REDUCTION HANDBOOK
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Consumers are increasingly demanding integrated solutions in the
implementation of building management technology. Inner Range
equipment delivers an impressive mix of power and flexibility which
consistently out performs its more expensive competitors.

www.jersey.police.uk

SPY-HOLE VIEWERS

EXTERNAL ACCESS SAFES

They are cheap and easy to install in service
doors. Always establish who visitors are
before allowing them in.

Where cash collection companies can supply
or take away cash without the need to enter
premises.

CLOSED CIRCUIT TELEVISION AND
VIDEO RECORDING EQUIPMENT

COUNTER CACHE(S)

These systems provide evidence and can assist
the Police in identifying and catching criminals.
The last thing they want is to be identified.
These systems are not only effective deterrents,
but can alert back-room staff to what’s going on
out front.

Lockable metal containers, which can be
kept close to the till, they are intended for
the temporary holding of bank notes before
transfer to the safe or bank.

SECURITY SCREENS

PLASTIC TILL-GUARDS

Fitted at till points or pay kiosks, these offer
the cashier protection and are a significant
deterrent.

A cheap but effective way to prevent till
snatches.

TIME-DELAY SAFES

SMOKE AND DYE MONEY PACK SYSTEMS

Secure and only possible to open after a preset time, these safes will keep any cash not in
the till, or not yet banked, safe.

Designed to emit coloured smoke and spoil
cash, which has been stolen.

PERIMETER SECURITY
PNEUMATIC CASH TRANSFER SYSTEM
An air-powered tube system to convey cash to
a secure area or safe

Look systematically round the outside of your
premises, starting with the back yard.
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NORTHEND, RUE DE LA SCELLETTERIE, ST LAWRENCE, JERSEY JE3 1FZ
TELEPHONE (01534) 865056 FAX (01534) 864244
SUPPLY & INSTALLATION OF
Security Fencing
Bowtop Fencing
Lippi sports Fencing

Chain link Fencing
Anti Intruder Fencing
Security Gates

47
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A chain linked fence topped by barbed wire is
better than a wall; it is more difficult for thieves
to get over and they can be seen from inside.
If in doubt contact your local Crime Reduction
Officer. Grille gates are best, but make sure that
the gates are of the same height as the wall or
fence and cannot be lifted off their hinges. If you
have a solid door, fit an inspection grille for the
Police to see through. Solid doors should have
locking bars secured by a good quality close
shackle padlock.

SECURITY LIGHTS
See that your yard is well lit – thieves hate light.
Automatic outside lights are available which
detect body heat by means of an infrared unit,
and automatically illuminate the area.
Callers within 30m or so will trigger the light,
deterring prowlers and allowing recognition of
visitors. These units can be used together with
existing outside lighting and will shut down
during daylight hours. Timers switch off the light
after a pre-set period (see the section High Tech
Solutions for more details.)

FENCING

Expamet, weld mesh and palisade fencing are
all options that may be considered in providing
an effective barrier. However they need to
meet either Loss Prevention (LPSS), British or
European Standards which includes installation.
It’s no good having a good quality fence if
intruders can simply pass through an excessive
gap at the foot of a fence.
Where a higher degree of security is required,
patented high security fencing systems with
alarm sensors and surveillance equipment
can be used to make entry difficult, noisy, time
consuming, and detectable.

LET THE POLICE SEE IN
Leave the lights on! Don’t draw the blinds!
Thieves hate being stared at (and passers-by
can see your merchandise).

SHOPWATCH
ShopWatch is an initiative involving local retailers
in the fight against shoplifting. The scheme

STATES OF JERSE Y POLICE BUSINESS CRIME REDUCTION HANDBOOK

In short, retailers pay a small initial fee and are
sent photographs of persistent shoplifters.
These photographs are to assist retailers with
identifying un-wanted customers so they can
either be monitored whilst inside the premises or
ejected upon entry.
There are strict guidelines with regard to being
members of the ShopWatch Scheme and full
details are available from the Crime Reduction
Unit.

OFF LICENCES
Most Off Licences are open late at night, often
they are the only shop premises open in a
particular area and the nature of their goods can
prove attractive to thieves. Staff therefore have
to remain vigilant and maintain a continual high
degree of awareness.
As a general guide, good quality CCTV needs to
be installed with a large monitor in full view of the
tills and full recording facilities should be available.
Store layout and stock placement is of
paramount importance. Desirable stock which
can be easily taken from just inside the door for
example should be moved to the rear of the store
to prevent the rush in, grab and rush out type of
theft. Where possible try not to have six packs or
small cases of drink within easy reach of the thief.
It is better to have full cases in the open area of
the shop and smaller cases behind the counter.
If your ‘clientele’ comprises of under age
drinkers, then proof of age must always be asked
for. Beware also of the person who buys for
someone who is obviously under age. It’s your
licence at risk!
Although unusual there are occasions where
thieves will offer violence towards staff, if the
situation looks as though it will become violent,
distance yourself from the assailant as far as
practicable under the circumstances. Your stock
is covered by insurance and can be replaced.
Do not put yourself or your staff at risk.

STORENET
In December 2007, around 20 stores in Jersey
signed up to STORENET – a two way radio
network which allows staff in shops and
businesses to make each other aware of thieves
operating in town.

www.jersey.police.uk

33
R ETA I L SE
S EC
C U RI
R I TTY
Y

No fence can be guaranteed to be impregnable
but it can certainly deter criminals, provide
a critical delay and assist interception of the
intending intruders by Police and security
patrols.

has been running since 2001 in Jersey and has
proved successful.

The system has grown gradually with premises
benefiting from information given over the network.
This may include descriptions of opportunist or
serial shoplifters, giving staff advance warning and
thus raising their immediate awareness.
The system is considered cost effective by
users, who rent the radios, being charged on a
monthly basis.
Further information can be found at:
www.mrscomms.co.uk

WINDOWS AND GLASS
Valuable goods should be taken out of windows
and display cases at night. If goods are left
in windows a fine mesh grill can best protect
them. Security blinds can be fitted where good
appearance is important. They give excellent
protection against vandals and hooligans, and
greatly increase the time taken by a determined
intruder – giving Police time to arrive in response
to an alarm, thus deterring a prolonged assault.
Don’t have any more back windows than you
need for light and ventilation. In new premises,

have the back windows made of glass brick
or high up, so that the thief cannot readily look
in, and so narrow that they cannot squeeze
through. In existing premises brick up any
unnecessary back windows and have others
barred and shuttered, provided there are other
adequate means of escape in the event of fire.

LAMINATED GLASS
The installation of laminated glass in shop
fronts, doors, etc, is an effective deterrent to
burglars.
Laminated glass may craze at the point of impact
but, because of a tough, resistant PVB interlayer,
will remain in one piece, continuing to protect
the contents of the shop window against theft
or looting and the weather until replacement is
possible. Therefore boarding up costs can be
avoided.
In addition to the security advantages, laminated
glass also has ultraviolet screening properties
which help protect goods displayed in the front
window from fading sunlight. This is of particular
importance for retailers displaying clothes,
fabrics, etc.
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BLINDS
ROLLER
VERTICAL/VENETIAN
PLEATED/CONSERVATORIES
ROMAN
WOODEN VENETIAN
Quality products at competitive prices
FOR PROFESSIONAL,
PERSONAL SERVICE

TEL/FAX 721461
OR MOBILE 07797 720180
36
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For shop fronts displaying
high value products such as
jewellery, hi-fi and cameras,
a five ply 11.3mm laminated
configuration is recommended
consisting of three pieces
of 3mm glass with two PVB
interlayers. Shops displaying
less valuable goods may
require only a three ply
configuration of laminated glass
amounting to a thickness of
8.8mm.
It is worth remembering that
the frame should be as strong
and resistant as the glass itself.
Laminated glass costs about
one third more than ordinary
glass, but used as part of a
total security system helps
protect the shop and contents
from a break-in, provided it is
securely fixed in its frame and cannot be easily
removed.
Shatter Resistant Safety Film is the most effective
and economic method of converting existing
glass into safety glass and conforms to BS6262.

All external doors should have locks of a quality
of not less than that of British Standard 3621/80.
And all doors, except the one by which you leave
the premises (the one at the front is best) should
have bolts top and bottom, and surface mounted
locks. The front door should have at least two
mortice locks, one at the top third and the other at
the bottom third of the door if the door isn’t made
to take a central lock. If you have to have a cylinder
lock, see that this can b-e deadlocked with a key.
Doors should be at least 44mm thick. If in doubt
about a door’s strength fit a lock guard kit.
Always use a reputable company preferably
members of the Master Locksmiths Association.
Telephone 01327 262 255 or
enquiries@locksmiths.co.uk
Double doors should have bolts fitted flush with
the edge of the door that closes first. Double or
swing through doors are extremely difficult to
secure satisfactorily – every effort should be made
to use only single swing doors as the final exit.
When you shut up shop, check that all doors,
windows etc, are properly locked and bolted;
and see that no one is hiding anywhere, e.g., in

STATES OF JERSE Y POLICE BUSINESS CRIME REDUCTION HANDBOOK

It is no use spending money on good quality
locks unless you also pay careful attention to the
door, the frame and the hardware. These weak
points are all too often ignored, and can allow an
intending intruder to enter an area, apparently
protected by expensive equipment, merely by
using a boot or shoulder.

DOOR CLOSERS
Not everyone remembers to close doors, so it
is advisable to fit a door closer on any security
door.
You would be well advised to look for the best
available, and not just accept the cheapest or
nicest looking. A good door closer must be fire
resistant.

GLASS
If doors are glazed, ensure that laminated glass
is used. Laminated glass will resist repeated
attacks, remaining in one piece to prevent an
intruder gaining entry without a great deal of
noise and effort.

LETTER BOXES
Besides meeting Post Office requirements these
should have a spring flap and a cage on the
inside, so that no one can get at the locks or
bolts. The cage should also have an open base,
so that no one can grab the mail from outside. 

www.jersey.police.uk
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DOORS AND LOCKS

the broom cupboard or lavatory! If your doorway
is recessed, make sure that it is well lit.

Access Control

36

CCTV

Fire Alarms

Intruder Alarms

48

R ETA I L S EC U R I TY

Electrical Contracting
Inspection & Testing to NICEIC standards
Fire Alarm
Domestic & Industrial Installation
Heating

22

ADVERTISEMENT FEATURE

EDUCATION & SPORT

We are pleased to support
Crime Prevention

The Education Sport & Culture (ESC) Strategic plan has
clearly identified aims and objectives to work with and support
young people to increase participation in sport and recreation
activities. The key objectives will form the basis of business
plans in forthcoming years. ESC will need to work with other
departments and voluntary bodies to achive these aims. It
already does this but the intention is to increase the number
and quality of opportunities especially among young people,
minority groups, family groups and those on low income.

Elizabeth Terrace, Tower Road,
St Helier JE2 3HS
Telephone: (01534) 870 722
Fax: (01534) 780 757

Anyone interested in supporting such aims or with ideas
as to how provision can be inproved should contact the
department on 449600. 
22

Email: cfmltd@jerseymail.co.uk
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ACCESS CONTROL

I

n addition to monitoring systems which
allow the observation of visitors to
commercial premises, and detection
devices which give warning of intruders, it
is often necessary to have a secure system
which limits access to premises to authorised
personnel only.
In areas of low security, a good lock allows access
to chosen key holders, but the more personnel and
points of access you have, the more inadequate
this system is.
Push-button combination locks offer key-less
access with the security of a high quality locking
system. The simple entry of a correct code on
a keypad releases the door. There are no keys
to lose, and security is high – some systems
offering tens of thousands of combinations of up
to 14 digits – making ‘informed guesses’ virtually
worthless to the intruder.

Cards must be inserted into a slot to be read (like
an automatic cash dispenser). Tags, however,
may be read at a distance, using sensors. These
sensors, which may be concealed, are capable
of identifying the approaching tag wearer and
determining access status. This gives an added
level of security – if a tag is stolen the thief would
need to know the location of the invisible sensors
to gain access to the area.
Cards and tags may also be used to activate
further security systems – CCTV, for example. This
allows for further identification of the bearer.
Computer control of these systems makes their
potential use broader than security – staff may be
located more easily, and their times of entering
and leaving particular buildings may be recorded.
The whole system may be expanded to provide
overall control of automatic locks, smoke and fire
detectors, and alarms, building up to a complete
management reporting package.
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Normally, electronically released locks are
incorporated into access control systems. This can
mean the lock itself is connected to the system or,
more usually, the strike is electrically released.
Prices for electric strikes can vary from £10
to £250. The lowest cost units are really only
convenience locking and will never be proof
against a determined attack. The highest are
usually made with stainless steel components
and will last for many years despite heavy usage.
Consider the value of the property you are
attempting to protect.
Whatever lock you use with the electric strike, be
sure the two units are compatible. If the latch bolt
will not press home easily, the door will have to
slam home to engage the strike, causing damage
and nuisance.
Electro magnetic locks are growing in favour.
Without power they must release, which makes
them ideal for escape in case of fire. They use very
little power and are easy to fit to existing doors and
frames. They are also available for use on outside
gates and they work well on sliding doors.

ALARM SYSTEMS
A properly installed alarm system will help to
protect your premises when they are unoccupied.
Such a system should comply with the Standard
specifications for Intruder Alarm Systems

www.jersey.police.uk
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Card access allows individual entry to carriers of
identity cards or tags which can be ‘read’ by a
computer operated system. It is perfectly possible
to use this system to limit access to different parts
of the same building – each individual card carrier’s
code allowing a certain freedom of movement.
Computer control may also be used to place time
limits on access – for example, to a computer
room for the night shift workers only.

LOCKING DEVICES

DD243/PD6662. Devices are available which
detect the presence of an intruder. They fall into
two main categories – fixed point detectors and
movement detectors. They may trigger integral
or nearby alarms or sirens, or security company
central monitoring stations.

FIXED POINT DETECTORS
Most basic of all are the switches operated
by pressure pads on the floor and by contact
points on doors, windows and other openings.
Active infrared beam devices react when
an invisible beam between two fixed points
(transmitter and receiver) is broken.
Inertia switches are devices which detect
vibration. Electronic processing reduces the
possibility of accidental triggering by filtering out
unwanted vibration frequencies such as traffic
and weather, concentrating on high frequencies
associated with shattering glass.
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MOVEMENT DETECTORS

REMOTE MONITORING

There are three main types of sensor:

It is possible to monitor almost all building
environmental and security systems from
a distance – several hundreds of miles if
necessary.
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• Ultrasonic – these transmit a high frequency
signal over an adjustable range and react to
changes in sound pressure waves caused by
movement.
• Passive Infrared – these react to changes in
temperature rather than movement. They are
the most common type of all space detection
devices. An intruder’s body heat will trigger
the device.
• Microwave – operating on the same
principle as ultrasonic, these detect changes
in electromagnetic waves.
With the onset of high technology, there are
fewer false alarms occurring than previously.
Properties with properly installed alarm systems
are less likely to be burgled. There are two main
types of alarm system – audible and monitored.
A monitored system is the better choice of
alarm for a business.
Additionally, some alarms can provide not
only audible warnings, but also confirmation
that intruders are on the premises. This can
be done via added signals to the monitoring
station.
Verified alarm activations improve the
chances of apprehension and minimise the
inconvenience of false alarms.

www.jersey.police.uk

Security, heating and ventilation, fire and other
systems can be equipped with detection
devices and relays which keep a remote
computer system informed of their status. Any
irregularities result in an immediate response;
again, remote control is possible to fine-tune a
system to verify the conditions – fire, burglary or
other event.

HOW TO SELECT AN ALARM INSTALLER
Check with your Insurance Company regarding
their specifications and requirements for an alarm
installer. In many cases your insurance company
will allow a lower premium if you were to choose
one of their approved installers.
A list of compliant installers can be obtained from
the States of Jersey Police Crime Reduction
Officer ( 612345)
Do obtain more than one quote from alarm
installers. All alarm installers are subject to
independent inspections by specific regulatory
bodies such as:
• NSI (National Security Inspectorate)
• SSAIB (Security Systems and Alarms
Inspection Board)
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All alarm companies that have been inspected
independently should be asked the following
questions:
• Are there any maintenance and/or monitoring
contracts or additional hidden extras, such
as call-out charges?
• Do you own or rent the system?
• For how long does the guarantee last and,
what happens if there is a problem when the
guarantee expires?
• Is there a 24 hour call out service and
emergency attendance within four hours?

LEVEL OF RESPONSE TO ALARM
Measures must now be put in place to reduce
false alarm activations.
Your installer must refer and adhere to your local
Police alarm policy. (States of Jersey Police
– Security System Policy 2008.) In extreme
cases Police response can, and probably
will, be withdrawn if the Police alarm policy is
misused.

CCTV SURVEILLANCE
CLOSED CIRCUIT TV
Extensive advances have been made in the area
of CCTV. It should not be seen as a stand alone
security system that will solve all problems. But can
provide an extremely valuable addition in the overall
layers of security.
In some situations, a system, which can record
a crime in progress, is an excellent aid to
identification and arrest. Always seek the advice of
the Crime Reduction Officer or a CCTV Company
before installing a CCTV system.
Systems may be fitted with alarms and facilities
to pan, tilt and zoom. Cameras are also available
which can operate in low light, providing an ideal
solution to observation in stores and warehouses.
Infrared cameras may also be used.
Each system may be adapted to the configuration
most suited to observation conditions, whether in a
bank, shop, or covering a huge industrial complex.

Monitoring stations are legally required to
provide additional information regarding alarm
activations. This is intended to increase the
chance of arrest and apprehension and to
reduce the incidents of false alarms.

Saving on manpower and potential petty theft
and pilfering make the payback period on these
systems fairly short. Dependent upon existing
conditions, hiring a system may well prove an
economic way to acquire CCTV security systems.

Alarms now have available in-built duress
codes, whereby, although the alarm is unset,
it still alerts the monitoring station that it is an
unauthorised entry.

There are two types of alarm
verification recognised by the States of
Jersey Police:
• Audio verification. This can
enable a central monitoring station
to ‘listen in’ to the noise of forced
entry or sounds of a person on the
premise via strategically located
microphones.
• Visual verification. On-site
confirmation is provided to
monitoring stations via strategically
located cameras. For further
information on alarm verification
contact an alarm company.
Sequential confirmation will only be
recognised if confirmed by audio or
visual means.

STATES OF JERSE Y POLICE BUSINESS CRIME REDUCTION HANDBOOK
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ALARM VERIFICATION AND CONFIRMATION

It is also possible for CCTV systems to interface
with alarm systems. Upon the activation of the
alarm, the CCTV system will record all visible
activity. Conversely, CCTV systems may relay
information to an observer, who may sound the
alarm. Cameras and other exposed equipment
may be equipped with an alarm system to give
warning of tampering or developing faults.

Before installing CCTV you should have a clear
idea of what you want the system to do and how it
should perform. This should include exactly what
you want to see and where, e.g. recognise the face
of someone walking through a doorway, read a
vehicle registration number or record a particular
type of activity, such as walking across a room,
exchange of money or an assault. More detailed
guidance on how to do this can be found on the
Home Office website. www.homeoffice.gov.uk
There are no definitive performance criteria for
video to be legally admissible. It is for the court to
decide whether the pictures are accepted, and this
is done on the grounds of relevance to the case,
reliability of the evidence, etc. The appropriate
resolution, level of compression and number of
pictures per second will be determined by what
you wish to see in the recording. If you can’t see
it then it’s not fit for purpose. It should not be
expected that enhancement features, such as
zoom controls, will provide extra detail. A good way
to ensure that the system is capable of achieving
the requirement is to do a subjective test. Set-up
a camera and get a volunteer to walk through
the door or park a car in the place of interest and
record the pictures. This should be done under the
conditions that the system is intended to be used –

performance of the system may be different when
there are a number of cameras being recorded.
The quality of the recorded or printed pictures may
differ from the live display.
Time and date information is often critical to an
investigation. If it is incorrect this can drain Police
time and resources.
The quality of the pictures should not be
compromised to allow more to be squeezed onto
the system. There is some scope however for
using a sliding scale of image quality based on
time since recording. For example, high quality
high frame rate video for the first 24 hours with
gradually increasing compression or decreasing
frame rate after this, but retaining useful images up
to 31 days. This would be dependent on the nature
of the installation and the type of recordings being
made. Guidance is available within the document,
UK Police Requirements for Digital CCTV Systems
which can be found at: www.jersey.police.uk
To ensure continued quality of recording it is
essential that regular maintenance of all aspects
of the system be conducted - especially camera
focus, cleaning of lenses, housings, etc.
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AN EXTENSIVE RANGE OF QUALITY LIGHTING AND
ELECTRICAL APPLIANCES DISPLAYED OVER 2 FLOORS

TEL: 872772 FAX: 726717
11 Beresford Street, St Helier
A FULL RANGE OF:
• Domestic, commercial and low
energy bulbs
• Standard lamps and table lamps
• Ceiling and wall lights
• Bathroom and kitchen lighting
• Lamp Shades and Bespoke Shades
• Outdoor, solar power and low
energy fittings
• Heaters, kettles, toasters
LIGHTING REPAIR & INSTALLATION
54
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ARE THE PICTURES STORED APPROPRIATELY?
Access to the system and recorded images
should be controlled to prevent tampering or
unauthorised viewing. A record should be kept
of who has accessed the system and when.
Further information on this can be found in
the BSI document ‘Code of Practice for Legal
Admissibility of Information Stored Electronically’
(BIP0008) or from your local Crime Reduction
Officer.
Electronic protection methods that require
proprietary software or hardware will hinder an
investigation if they prevent the pictures from
being provided to authorised third parties, e.g.
Police. Physical methods of access control, e.g.
system in a locked room, are just as effective if
documented appropriately.
It is important that recordings cover a
sufficiently long period to assist in investigations.
Retention beyond 31 days may be useful in
some circumstances, but should not affect the
quality of the more recent recordings.
It should be possible to protect specific pictures
or sequences, identified as relevant to an
investigation, to prevent overwriting before an
investigator can view or extract them.

It is unlikely that the investigator will be familiar
with the operation of your system. To facilitate
replay and export a trained operator and simple
user guide should be available locally.

The system should not apply any compression
to the picture when it is exported from the
system as this can reduce the usefulness of the
content. Also, the picture should not undergo
any format conversion that affects the content
or picture quality.

CAN THE PICTURES BE EASILY VIEWED
BY AUTHORISED THIRD PARTIES?
The replay software must allow the investigator
to search the pictures effectively and see all
the information contained in the picture and
associated with it.
It should be possible to replay exported files
immediately e.g. no re-indexing of files or
verification checks.

SECURITY LIGHTING
When considering a security lighting system,
the illumination strength and configuration
of the system will depend on a number of
important factors at the site. A security lighting
survey will take into account the ambient
brightness of the surrounding area, the crime
status of the area, size and shape of the site,
degree of obstruction, and how and when the
site is used.

Export of medium and large volumes of data
can take a substantial period of time. The
operator should know the retention period of the
system and approximate times to export short
(e.g. 15 minutes), medium (e.g. 24 hours), and
large (up to all of the system) amounts of data.
If the software needed to replay the pictures is
not included at export, viewing by authorised
third-parties can be hindered. Export of a
system event log or audit trail, and any system
settings with the pictures will assist with
establishing the integrity of the pictures and
system.
The amount of video that an investigator will
need to export will be dependent on the nature
of the investigation. For example shop theft may
only require a few stills, or a short sequence,
however a more serious incident may require
extensive footage to be exported. It is essential
that the system is capable of doing this quickly
and to an appropriate medium. An ideal solution

STATES OF JERSE Y POLICE BUSINESS CRIME REDUCTION HANDBOOK

In addition, the relationship of the height of
the lighting to brightness and coverage must
be considered. Higher mounting of lights will
yield a larger area of coverage, but the higher
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CAN THE PICTURES BE EASILY
EXPORTED FROM THE SYSTEM?

for medium-to-large downloads, would be for
the system to have the facility to export to a
‘plug-and play’ hard drive. Export and recording
should be possible at the same time without
affecting the performance of the system.

positioning also diminishes the strength of the
light. Using higher strength lamps is one solution
to this problem, but greater wattage means
consuming more electricity and increasing the
operation cost. These and other factors, like the
type of luminary and shape of reflector, must
be balanced to provide the necessary security
lighting at a reasonable cost.

CHOOSING THE CORRECT LAMPS
The lamps most commonly used in security
lighting systems make use of high-pressure
sodium (HPS), low-pressure sodium (LPS), or
metal halide technologies.

HIGH PRESSURE SODIUM LAMPS
HPS lamps are often used in street lights or
Car Parks. They are very energy-efficient and
can cut through fog, offering high acuity or
“seeing conditions.” These lamps are purposely
designed to allow the eye to respond to detail,
because the human eye is most sensitive to the
particular kind of light put out by high-pressure
sodium lamps. The result is that security
personnel and Police as well as passers-by, can
see more detail at a greater distance.

even so, it is very common that several light
sources will contribute to the illumination of a given
area, intentionally or inadvertently.

METAL HALIDE LAMPS
Metal Halide night time lamps are typically
used in large numbers to light stadiums and
sporting arenas and for other major events.
They work well in this respect because they
imitate daylight conditions and allow colours to
appear “natural” providing outstanding colour
interpretation as they would during the day.

ADVICE
It is ideal to have low cost, permanent lighting
rather than being linked to a motion detector.
External lighting should be carefully designed to
work with other security equipment such as CCTV
cameras. All security lighting should be checked
regularly to ensure that they are functioning
efficiently.
Poorly placed lighting can be an irritant to
neighbours; therefore, care must be taken to
ensure correct positioning. Obtaining specialist
advice before purchasing and installing your
lighting is most important. 
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R.F.O’C
Electrical Contractors Ltd.
Domestic & Commercial Electrical Contractors and Maintenance

Suppliers and Installers of:

LOW PRESSURE SODIUM LAMPS

CCTV & Security Systems

LPS lamps are even more energy-efficient,
producing much light from relatively little power
– although it must be emphasised that LPS
light provides essentially no colour rendition,
so is inappropriate for any use where colour
perception is important, such as, with CCTV
equipment, and where Low-pressure Sodium
lamps will be the only light source illuminating
the area and the yellow light generated tends to
make most things look grey. In addition, lowpressure sodium lamps require a large amount
of maintenance and are subject to more rapid
burnout due to local vibrations from traffic or
other sources.

Door entry and Intercom access controls
Security and Emergency Lighting
Portable appliance testing, Bar coding and Asset listing

Are pleased to support the
States of Jersey Police
Crime Reduction Campaign
Tel: 01534 730499

Fax: 01534 727723

Email:
rfoc.ltd@jerseymail.co.uk

Relatively speaking, colour perception is not
required for every lighting or visual task, and
63
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LADIES OF LETTERS

as important as finding out about qualifications,
employment history and personality.

Love them or hate them, no matter what your line
of business, you’ll no doubt be familiar with more
TLA’s (Three Letter Acronyms) than you can count.
We’ve been dropping them at an ever-increasing
rate into our conversations for over sixty years,
thanks I believe to the military, who introduced
them to simplify messages.

After thirteen years in this business, getting to know the
people who walk in the door is still one of the aspects
of my role that gives me the greatest satisfaction. I have
worked for international financial services companies
and although I appreciate that time and geographical
distances mean that email is often the only answer,
there is no substitute for the personal touch. It is
only by really understanding the expectations and
aspirations of both our candidates and our clients that
we are confident of a very high strike rate when we do
suggest a match.

There is some irony in that, given that most industries
have introduced a dictionary of their own and that
nearly all of them now stand for far more than one
thing, which means they often end up as a source of
confusion rather than clarification.
Take TLA itself for example. There are apparently 211
other definitions for it – from Temporal Logic of Actions
to True Love Always. The more recent language of text
messaging has definitely compounded the problem!

As a result, getting proof of identity and being vigilant
about any variance in customer behaviour has spawned
a whole industry in itself, in the sphere of training,
regulation and compliance. And bearing in mind
that 75% of crimes committed in business are internal,
anyone working in recruitment has learned to apply
the same acronym to Know Your Candidate. Although
we do have the luxury of face-to-face communication,
checking credit and criminal records has become

We have never believed there is safety in numbers – that
we’ll improve our chances by putting as many candidates
forward as possible. We believe in quality, and if we don’t
have anyone suitable for a role, or a suitable role for a
candidate, we have never been afraid to say so. We also
ensure that we keep in touch, both with our clients and
our candidates, every step of the way.
We do not work on a commission basis, which means the
emphasis is on building relationships and not ‘quick-wins’.
Our service is confidential and impartial, we are happy to
help with interview techniques if needed and we never
forward a CV to anyone without prior approval from the
candidate. Adding real value and developing long term
connections are the things we have always focused on.
We are a corporate member of the UK’s Recruitment and
Employment Confederation, which means we abide by
a business code of conduct that complies with the strict
Employment Agencies Act and Conduct Regulations, as
regulated by the Government’s Department of Trade and
Industry. We are licensed by the States of Jersey and are
up to date with the local employment laws.

However, for anyone in financial services (and related
sectors), there are just two acronyms that I think are very
important and hope you will remember.
The first is KYC, which stands for Know Your Client.
Gone are the days when bank managers and tellers
didn’t only know their clients, they knew their entire
family and its history. For those delivering today’s
financial services to people all over the world the lack of
personal contact presents less honourable clients with
the perfect opportunity for concealment and fraud.

We believe that candidates and clients alike are happier
with their recruitment agency when they do their own
KYC – in this case, Know Your Consultant. So, for anyone
who doesn’t know us yet, here is a brief introduction:

Donna Davidson,
Managing Director
and founder of RSL
Successfully looking after
clients and candidates in
Trust, Accounts, Banking,
Compliance, Secretarial
and IT for thirteen years.

Angela Larose, Cert
RP, Senior Recruitment
Consultant since 2007,
Previously HR officer
with International
Financial Services
Company. (Poacher
turned Gamekeeper)

And now to the other very important acronym that
everyone in financial services should bear in mind,
both employees and employers. It is of course RSL
– Recruitment Services Limited!

And finally, we really enjoy what we do and have a
reputation for being cheerful. In fact RSL could also stand
for Really Smiley Ladies!

www.recruitmentservices.co.uk
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There are hundreds of ways to get
to the top with BromleySanders
BromleySanders specialise in the
recruitment of personnel at all levels
for the financial services industry.
Our awareness of employers’ requirements,
in-house knowledge and experience allows
us to match professional skills with the
right employer.
We offer candidates and client companies
unparalleled personal service, confidentiality,
and the most ethical professional standards.
VISIT OUR WEBSITE: www.bromleysanders.je

>
>
>
>

T Talk to us in confidence on 758400
E enquiries@bromleysanders.je
W www.bromleysanders.je
No.4 Westʼs Centre St Helier Jersey JE2 4ST
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WHO WAS WORKING AT YOUR DESK LAST NIGHT?
Most companies now carry out stringent vetting procedures for their staff and
operate with sophisticated security access systems but, how much do they know
about the staff employed by their contract cleaning company who also have
access to their premises and most probably work unsupervised.
J.C.F. Cleaners Company Ltd carry out a strict pre-employment screening process
of all their staff including financial sanctions and terrorism checks which matches
and indeed exceeds the requirements of BS7858:2006.
Make sure that you know who was working at your desk last night and contact
J.C.F. Cleaners Co Ltd on 877694 or email: jcfcleaning@localdial.com

50 GREAT UNION ROAD • ST HELIER
JERSEY • JE2 3YA
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MANY HANDS

‘Make Light Work’

DOMESTIC AGENCY

MILLENIUM CLEANING SERVICES LIMITED

 Contract Cleaning

We love to do the cleaning jobs
you hate.

 Office Cleaning
 Carpet & Window

Let us blitz-clean your home
regularly, either weekly,
fortnightly or monthly
to suit your requirements

 Powerwash
 Paving & Guttering
 Fascia Boards
 Stripe down & re-seal floors
 Steam Clean
 Fully Insured
 Free Estimates

Ground Floor Flat,
No 12, Commercial Buildings,
St Helier, Jersey
JE2 3NB

Any alternative job considered

TEL 726589 OR
MOBILE 07797 780784

Tel/Fax 613772
Managing Director
07797 727 101 or 07797 758 244
3

Email: manyhandsjsy@hotmail.com
www.manyhandsdomestic.com
6
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INTRODUCTION

B

y following the advice given below, you
will be able to increase security within the
office environment.

• All visitors should sign in at reception and be
issued with a visitors identity badge.
• Never leave handbags on desks or wallets in
coats in your absence. Take them with you or
lock them away.
• Always keep money in a safe place. Even if
it is only the tea money, never leave it in an
unlocked drawer during the day. And at night,
put it in a safe or remove it from the building
altogether.
• Be careful with keys. Get a key cabinet and put
them in it. Don’t put spare keys for safes etc in
desk drawers. Deposit them at the bank.
• Ensure adequate control of entrances and exits,
checking fire exits regularly.
• Fasten vulnerable windows in your absence.
It’s easy to forget, particularly in the summer,
and a thief can come and go in minutes.

• Don’t just accept that a stranger is authorised
to be in the building just because he or she
says so. If the stranger is from an authorised
company, someone in your firm will know. And
never allow anyone to remove office equipment
without checking first.
• Don’t be overawed by callers. Even if he does
want to see the managing director, make sure

• Don’t disclose confidential information to
a stranger. No matter how important he
may seem, always report such requests for
information to your employer.
• Don’t assume other employees are as honest
as you. Take care of your property and that of
your employer.
• Number each key instead of writing on a label
what locks they are for.

FRAUD – PREVENTION,
DETECTION, INVESTIGATION
THE EFFECTIVE USE OF TECHNOLOGY AND
SERVICES TO COUNTER FINANCIAL CRIME
INTRODUCTION
As fraud becomes ever more prevalent and
current economic conditions highlight frauds
which would otherwise have not been detected,
or cause employees or companies to take the
risk of committing fraud, the need for effective
prevention, detection and investigation becomes
critically important.
At the same time as fraud becomes ever-more
common, the sophistication of fraudsters and
the use of electronic business systems make its
detection challenging. In a world of electronic
accounting and payment systems the ability for
a sophisticated user of such systems to commit
fraud without detection becomes a greater threat
to many businesses.

HIGHLY RECOMMENDED PROFESSIONALS / FULLY INSURED / FREE ESTIMATES / VERY COMPETITIVE PRICES

One Complete
Solution for property
support services
OCS House, 32-38 Apsley Road,
St Helier, Jersey JE2 4LR

Tel: 01534 888906
Fax: 01534 888907
www.ocs.co.uk

• Office
• Contract
• Carpet & Upholstery
• Window
• Builder clean

feminine hygiene
washroom hygiene
sanitary vending
medical disposal
clinical disposal
dust control mats
pest control

experience
with confidence

Cannon Hygiene Ltd, OCS House, 32-38 Apsley Road, St Helier, Jersey, JE2 4LR

Tel: 01534 888906 Fax: 01534 888907

www.cannonhygiene.com

Email: jersey@ocs.co.uk
4
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• Never assume that a stranger wandering in the
building is a member of staff. Challenge him
or her. Even ‘Can I help you?’ will deter the
dishonest.

he or she is known and expected. Never leave
visitors alone in your office. Use the telephone
to enquire whether someone can see them.
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Big decisions follow you around.

e
W

mo
to
ed
e
n

shu
Who
ories.
t
c
a
f
igger
er, b
few
o
t
ve

wh
and
n
ow
ts d

ta
os

o
ys

p

At Grant Thornton we understand that the big decisions you have to make
are sometimes difficult, often finely balanced, always with you. To explore
this and other big decisions visit www.GrantThorntonDecisions.com or
to speak to someone directly, call 01534 885885

www.GT-CI.com
info@gt-ci.com
A Channel Island member of Grant Thornton International, one of the world’s leading international
organisations of independently owned and managed accounting and consulting ﬁrms.
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Gambling Control Ofﬁce
4th Floor Jubilee Wharf, St Helier, Jersey JE1 1BB
Telephone 01534 448150 Email: gambling@gov.je
Gambling legislation in Jersey differs signiﬁcantly
from the UK. The law works on the principal that
all gambling is illegal unless permitted by regulation
and that which is permitted can only be facilitated
by holders of a licence or, for charitable or social
gaming, a permit issued by Gambling Control.
Further rules apply to the playing of card games in
licensed premises, free prize draws and other gaming
that may not be undertaken commercially.
Islanders should also be wary of unsolicited mail
shots or emails asking them to join foreign lotteries
or place bets on their behalf. These approaches are
nearly always designed to defraud the public. It is
important that you contact Gambling Control or the
Gambling Enforcement Ofﬁcer of the States of Jersey
Police if you receive any such request.

Remember,
if an offer seems to good to be true
- BEWARE it probably is!
19
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PREVENTION
While a company’s internal processes and
procedures will act as the first line of defence
against fraudsters (ensuring transactions have
sufficient approvals and oversight) prevention can
also be enforced by the knowledge that suitable
technologies are in place to detect potential abuse
of a company’s systems.
Proactive technologies can assist in the
identification of potentially suspicious
communications, with emails and instant
messaging messages being checked for specific
keywords as they are sent and subsequently
flagged for review by the company’s compliance
/ security teams. In addition, the existence
of sophisticated tools for the detection of
suspicious transactions can also act as an
effective deterrent to ensuring employees do not
attempt to perpetrate fraud within a business
(if those employees are made aware that the
company employs such techniques).

DETECTION
If there is a suspicion that a fraud is being
perpetrated, or a business wishes to check
that no such transactions have taken place.

There are sophisticated technologies that can
assess the entirety of a company’s accounting
records to highlight suspicious transactions
(these services are often referred to as ‘Data
Analytics’).
In essence, Data Analytics examines the
totality of a business’ accounting records
to highlight transactions which may require
further investigation. Among the many dozens
of checks that can be applied are detection
of one-off round-sum payments, crossover
between the purchase ledger and employees
records (i.e. suppliers having the same address

47
O FFI
FF I C E S EC U R I TY
T Y#
#

Is your company risk averse? Or risk intelligent?

Lord Coutanche House, 66-68 Esplanade
St. Helier, Jersey JE4 8WA, Channel Islands
Tel: +44 (0) 1534 824200. Fax: +44 (0) 1534 734037

Current economic conditions can raise risk exposure beyond acceptable limits.
Yet there may be long-term consequences to being risk averse in a downturn.
Deloitte can help you recognise the dual nature of risk and devote sufﬁcient
resources to risk taking for reward and to protecting existing assets.
Step ahead safely at www.deloitte.co.uk

© 2010 Deloitte LLP. All rights reserved.
Member of Deloitte Touche Tohmatsu
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Crime Prevention

Investing in our
community
Protecting our community is important
which is why NatWest are proud to
sponsor Crimestoppers in Jersey.

Jersey

Helpful Banking
The Royal Bank of Scotland International Limited (RBS International) trading as NatWest. Registered OfÞce: P.O. Box 64, Royal Bank House, 71 Bath Street, St. Helier, Jersey JE4 8PJ.
Regulated by the Jersey Financial Services Commission for carrying on deposit-taking business under the Banking Business (Jersey) Law 1991 and for carrying on investment and
insurance business under the Financial Services (Jersey) Law 1998. Business address: PO Box 11, 16 Library Place, St Helier, Jersey, JE4 8NH.
N3415 (01/07)
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MAKE THE FIRST IMPRESSION COUNT
Promote your company and services professionally
Put your company name where it counts...
IN FRONT OF YOUR CUSTOMERS!
We can supply, print and embroider almost any
garment and many other items to help
promote your business.

T-SHIRTS - POLO SHIRTS - SWEATSHIRTS - FLEECES - JACKETS - HOODIES
HI-VIZ WORKWEAR - CATERING WEAR - BASEBALL CAPS - BEANIES
BUSINESS CARDS AND STATIONARY - MOUSEMATS MUGS - PUZZLES
BADGES AND MUCH MORE!
NO MINIMUM ORDER
CALL TODAY FOR A FREE CATALOGUE

Tel: 766845 fax: 780793
Email: office@magictouchjersey.com
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as employees, or having invalid addresses), as
well as identification of ‘Ghost’ employees.
It can often be the case that such investigations
are self-funding as they can also identify
underclaimed taxes and duplicate payments.

INVESTIGATION

SECURING COMPUTERS
FROM THEFT
The following advice will ensure you are not
subject to the possible catastrophic effects of
the loss of vital data and equipment:

If a fraud has taken place, the use of Computer
Forensic techniques, to identify items that
employees may have attempted to delete from
their computers, illicit communications or data
theft can prove invaluable. If there is a need for
wider range review and disclosure of information
for legal proceedings then Electronic Disclosure
tools can speed up the management, review
and disclosure of both electronic and hardcopy
documents significantly.

• Think about where you place your
equipment. Don’t leave anything by a window
or in an unlocked room.

CONCLUSION

• Ensure adequate security is installed before
new kit arrives. Your insurer may not be so
flexible a second time.

Businesses of all sizes need to recognise the
potential for fraudulent activity, but also need
to understand that there are a number of
technologies and services which can assist in
not only identifying fraud but also acting as a
strong deterrent to potential fraudsters.
Article written by Deloitte.

• Don’t advertise that you have a new
computer. Dispose of boxes and packaging
sensibly (unless you’re storing them in case
the goods have to be returned) – don’t leave
them whole waiting for the bin collection.
Crush them and preferably take them to a
dump or refuse centre immediately.

• Always, always, always make backups
of your data, every day if feasible. With
adequate backups on file, you can recover
from theft in hours instead of weeks or
months.
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Health
Fitness
Self-defence
Self-Confidence
What is Self-defence?
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To win without fighting is the
greatest achievement of a warrior

BRAZILIAN JIU-JITSU
INSTRUCTION

Tel: 07797 733 975

TEL 07797 733037

Email: Derek.veitch@shukokai-europe.net
www.jersey-shito-ryu-shukokai.co.uk

www.gracie-barra-channel-islands.com
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JERSEY
JUDO

piece
of mind
e^ZXZd[b^cY

rest
assured
gZhiVhhjgZY

essential
ZhhZci^VaeZg[dgbVcXZ
peformance

all
in hand
Vaa^c]VcY

safe and

hV[ZVcYhZXjgZ
secure

Let us help you...

SPORT
MARTIAL ART
SELF DEFENCE
FITNESS
SUITABLE AGES 8 - 80
MEN, WOMEN, BOYS & GIRLS

take off

Torakan Judo Club
Communicare
St Brelade

Jersey Judo Club
FB Fields
St Clement

Veerleft provide computer network
system selection, design and installation for
startup businesses and office relocations.

Juniors 19.00 - 20.00
Seniors 20.00 - 21.00

Juniors 18.30 - 19.30
Seniors 19.30 - 20.30

Thursdays (TTO)

Tuesdays & Wednesdays

Make your IT solution simple,
Call 610777 or email info@veerleft.co.uk
for more information

Torakan@jerseyjudo.co.uk

jjc@jerseyjudo.co.uk

Tel: 07797 850370

Tel: 07797 743112
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team

iZVbVhh^hiVcXZ
assistance
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• Don’t leave Laptops lying around – a favoured
target for thieves. Lock everything away in a
sturdy filing cabinet or safe.

POSTCODE YOUR PROPERTY
IT’S THE SAFEST SIGN OF OWNERSHIP
The Police and Jersey Post recommend that
you USE YOUR POSTCODE when marking your
property.
Your postcode is unique to the road in which
you live. To make sure the Police can narrow it
down even further, write your postcode in BLOCK
CAPITALS followed by the number or first two
letters of your house name.
So, for example, if your postcode was JE3 9ZX
and you lived at number 15, markings would be
JE3 9ZX 15. If your house name was Crossroads
Cottage, the code would be JE3 9ZX CR.
If you move house, simply put an X at the end of
the old code and mark again with your new code.
Contact Jersey Post’s Customer Services team
on 616616 if you’re unsure of your postcode
and need confirmation of what your postcode is.

SMALL BUSINESS SUPPORT,
SECURITY, HARDWARE,
BACKUPS,
FRIENDLY ADVICE
ALL ASPECTS I.T. WORK
UNDERTAKEN

A UV pen puts an invisible mark on your property
and can only be seen under ultraviolet light. This
is particularly important if a visible mark would
reduce the value of the object. However, a UV
mark can fade or wash off, so remember to
renew it regularly.
Engraving leaves a visible and permanent mark
and is suitable for marking hard surfaces.
Ceramic pens mark china, glass or a glazed
surface without scratching, although the mark is
also permanent.
Heavier metal items such as lawn mowers can
be marked using a hammer and punch.
Remember to choose where to make the mark
carefully; if you want the mark to be out of sight,
place it behind or underneath the object, making
sure that it is still possible for the Police to find. If
it is valuable or commercial property then make
sure that if anyone tried to remove the mark they
would deface it or affect its performance.

MOBILE PHONE SECURITY
Always be careful when using your phone in a
public place. It’s best to keep your phone out
of sight and make sure that you never leave it
unattended where it may easily be stolen. For
additional security you should use the built-in
security features on your phone. These vary
between manufacturers, but most phones
can be securely ‘locked’ with a PIN (Personal
Identity Number) code that will stop anyone
from using your handset.
If your phone is stolen or lost, you should
report it to the Police immediately. Call Jersey
Telecom’s Freefone mobile help line (open 24
hours a day, 7 days a week) on 152. for
advice and to have your mobile phone account
temporarily barred. 

CONFIDENTIAL, AFFORDABLE
VICTOR HANBY ASSOCIATES LIMITED

TEL: 747320
MOBILE: 07797754760

Independent computer and security system
consultants.

YNOTB LTD.

Established 1985 – providing 25 years of
professional advice to
Channel Island businesses.

9AM-9PM
7 DAYS A WEEK

Contact: Victor Hanby, Victor Hanby Associates Limited,
First Floor Suite, 24 Hilgrove Street, St Helier, Jersey, JE2 4SL
Tel 01534 767401; Mobile 07797 711275; email vicool@itl.net
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WORRIED ABOUT WHO’S
ACCESSING YOUR DATA?

THERE ARE MANY WAYS TO
MARK YOUR PROPERTY

INTRODUCTION

S

ite Security is essential as any
development will be seen as a potential
target by thieves if there is inherent
weaknesses. Power tools are extremely
attractive and can be sold on easily for a quick
profit.
It is in your interest to follow these rules:
• Lock up all your tools when you are not using
them.
• Security mark all your property.

• Tell everyone that you expect them to report
suspicious incidents and that everything they
say will be treated in confidence.
• If any plant is stolen, you should report the theft
immediately to the local Police, giving them as
much information as possible about the missing
item – including all serial numbers and type of
security marking used.

• Remove ignition keys from all unattended plant.

PERIMETER PROTECTION

• Immobilise all plant when not in use.

Fences or hoardings are the best form of
perimeter protection – and exits and entrances
should be kept to a minimum. It is best to site
the reception area near the main gate and you
could also consider employing security guards.
Companies working in areas where there is good
natural surveillance may find it better to use the
portable mesh-type fencing panels rather than
the solid boarded type – which would enable the
public to report anything that looks suspicious.

• Whenever possible, park vehicles off the road at
night and weekends.
• Return all keys to the Site Manager or whoever
is responsible for the keys.
• If you have been given a security pass – WEAR
IT!

52

• Make sure that everyone on site knows the
company policy on crime management and is
familiar with site security procedures.

CON
NSS TR U C TTII O
ON
N S I TE SSEEC
CUR
UR IT
I TY
Y

• Report any thefts or suspicious behaviour
immediately to your Site Manager.
Theft and vandalism can lead to job losses.
If it’s on site, make sure it’s in sight – or safe!
A proportion of construction site crime is
committed by people working in the industry.
This means that great responsibility rests with
site supervisors. If they take a strong line on
site security by making company policy clear
to everyone, they can go a long way towards
reducing the problem.

CLEAR POLICY STATEMENT
It is important that security measures are
discussed at top level and that all senior staff fully
understand the implications of poor security.

Other obvious safeguards are:
• Lighting – good portable lights help ensure
lighting out of working hours. Floodlights
operated by sensors could also be installed.
• CCTV and Alarm Systems – either standalone or integrated, should be used to protect
the security compounds and offices.
• Warning Notices – stating that security
precautions are in force around the perimeter.
If such safeguards are not possible it is even
more important that building schedules are

JEFF’S

Good control of staff and vehicles on site is
essential. Security staff should regularly check
and search all employees, lockers and contractors’
vehicles. Employees’ private vehicles should be
kept off the site, unless authorized.

75 BATH STREET, ST. HELIER
STOCKISTS OF
HI TEC MAGNUM,
DR MARTENS, CAT
AND OTHER
WORK WEAR SHOES
AND CLOTHES

There are a number of measures that should be
taken to raise staff awareness of security:
• Make individual members of staff personally
responsible for company equipment they use.
If equipment is lost through negligence or
carelessness you could take disciplinary action.

Open 6 Days a Week until 6pm Tel: 723141
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up to date, that they clearly show when new
contractors are expected and when materials
are arriving. This means that you can look out
for, and challenge, any unfamiliar person on site.

ON-SITE SECURITY
To discourage theft, you can permanently
mark your company’s property for quick visual
identification.
Generally the most common way of marking
items is to use coloured paint. Although industry
standard security marking systems are available
and should be considered for high value items
Encourage everyone on site to mark all their tools
and keep a list of all VINs as well as serial and
engine numbers. This gives the Police a better
chance of getting them back if they are lost or
stolen and it also prevents arguments over which
tools belong to whom. Tools left on site overnight
should be kept in locked security tool stores (using
close-shackled padlocks).

Be wary of anyone offering plant for sale,
particularly if they have no proof of ownership
– most major plant firms paint their equipment in
their own particular colours.
If the site is not protected by perimeter fences,
plant should be kept in a security compound
and immobilised, using one of the security locks,
rings or ground fixings that are available.
Order the minimum amount of materials you
need and, as with any deliveries, make sure that
there is someone trustworthy on site to accept
them. If you have to order materials in bulk, store
them in a security compound or in an area where
theft will be noticed quickly.

SITE OFFICE SECURITY

PLANT AND MATERIALS

Try to position the site office in an area with
limited access for the opportunist thief. Office
equipment such as fax machines, computers
and telephones are all expensive and can easily
be stolen if not properly secured. They should be
well marked with indelible marking – for example
by branding the company logo and postcode
onto the equipment.

When ordering plant from a hire company, always
make sure that there will be a responsible person
on site to accept delivery.

Also consider protecting valuable business
information. This could include payroll figures,
work schedules and future ventures. 

M A RRII N E S EC U R I TY

G

enerally, boats and dinghies of all
descriptions left unattended for any
period of time need to be particularly
well secured to ensure the absolute
minimum risk of theft, arson or damage,
whether they be moored on the coast in
a marina or harbour. Best moorings for
considerations are:
• Supervised marinas.
• Secure mooring areas with security perimeter
fencing on the land side.
• Mooring areas adjacent to residence
• Mooring by arrangement with a local boatyard.

CHECK LIST
1. Check all windows and doors are adequately
secured and locked, fitting good quality
deadlocks for added security.
2. Batten down and lock hatches and lockers
where desired with close-shackle padlocks.
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3. Chain and close-shackle padlock boats and
dinghies whilst in port especially during long
periods of absence.
4. Remove outboard motors or if unable to do so
fit a key-lockable anti-theft bar or chain.
5. Remove or lock away all removable valuables
in the strongest of lockers, and security mark
both removable and non-removable items.

www.jersey.police.uk

SAVE TIME
SAVE LIVES
LOG A TRAFFIC REPORT
VHF Channel 82
54
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for all your
marine engineering
requirements

CHANNEL ISLAND
BOAT MAINTENANCE
VALETING
At C.I. Boat Maintenance, we offer
unbeatable prices and guaranteed
satisfaction.
We can quote you on anything to do with
your boat, whether inside or out!

Unit 5, Marine Leisure Business Park,
La Rue Gosset, Le Collette, St Helier
Jersey JE2 3NX

GUARANTEED TO BEAT ANY QUOTE
(FULLY INSURED)

Call 721312 now!

Telephone
Tom:
Email:

(01534) 615129
07797 785 280
ciboatm@live.co.uk

Marchwood, Mont Neron, St Helier, Jersey JE2 4JB
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6. Seek the assistance of fellow boat owners or
friends and arrange for them to keep an eye on
your craft during your absence.
7. Make a record or inventory of all your
equipment and fittings, including serial
numbers, identifying features and security
marks. Photograph more valuable items.
8. Secure all external portable petrol tanks with
chain & good quality padlock to an immovable
part of the vessel. 

BOAT WATCH SCHEME
September 2009 saw the launch of a new ‘Boat
watch’ scheme to help improve marine services
and reduce boat crime in St Helier.
The initiative is led by The St Helier Yacht Club
and the St Helier Boat Owners Association and
is being supported by the Port of Jersey and the
States of Jersey Police Crime Reduction team.
The scheme is based on the principles of the well
known UK Neighbourhood Watch and its aim is
to bring those involved in boating together to help
keep an eye on the day do day well being of the
marinas and to prevent marine crime.

SECURITY ADVICE TO DRIVERS

W

hen you leave your vehicle, always lock
it up and set any alarms. Always take
the keys with you and never leave them
in the cab when it’s unattended. Load-carrying
compartment keys should always be on the
same ring as the ignition key. This way you
keep the ignition key with you when you leave
the cab to open up the load compartment.
Protect documents such as shipping orders and
consignment notes.

SECURITY MEASURES
You need the same level of security for goods
when they are in transit, as when they’re in storage.
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The scheme was jointly organised and is run by
the St Helier Boat Owners Association.
Honorary Chairman Mike Stevens is proud to be
involved: “Anything which gathers the community
together to help benefit all harbour users or
prevent crime in any way is important, particularly
when it is the boat owners themselves taking
the lead. It will help raise awareness among boat
owners and encourage people to think about
safety and preventative measures. It will also
ensure that anyone in the harbours area who
spots anything, even something like a moored
dinghy which has capsized, or any suspicious
activity, is able to report it confidently and swiftly,
meaning that action can be taken to resolve
matters far more quickly.”
New signs are now in place around the harbour
and a 24 hour helpline has been set up for
people to report any incidents of boat damage or
crime. The phone line connects directly to Jersey
Coastguard staff working in the control room at St
Helier VTS, (St Helier Vessel Traffic Services), who
can refer any serious incidents to the police.
Anyone who believes they have witnessed an
incident of boat crime or who sees something they
feel is suspicious is asked to report it to the
St Helier VTS line on 01534 447705. 

Transport security should be a core part of the
overall security policy for your company. This
means educating all staff, including warehouse and
loading personnel, in basic security measures. If
it becomes part of the culture of the company as
a whole, drivers will be more likely to take proper
care.
• Labels – Encourage those responsible for the
goods you carry not to label freight in such a
way that it advertises high value goods. Use a
code instead of a descriptive name.
• Seals – Use security seals on goods
packaging, to show if any attempt is made to
tamper with the goods. Some more expensive
seals are constructed to withstand more violent
attacks.

www.jersey.police.uk
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David Langlois, Commodore of the St Helier
Yacht Club said: “This scheme is designed to help
ensure boat owners keep a watchful eye on the
welfare of the boats and people in the harbour
using them. It will be helpful in many ways, for
example it could just be something as simple as
somebody spotting a large piece of polythene
floating in the water which could damage a

vessels engine or foul a propeller. It is really about
involving a little community spirit, along with an
easy method of calling the 24 hour hotline line for
assistance. These types of schemes have been
very successful in many other sailing communities
in the UK, and Jersey is the ideal place for Boat
Watch to work well.”

• High Value loads – Companies dealing with
high value loads should contact the Crime
Reduction Unit or company security adviser for
further advice on protecting drivers and loads.
• Identification numbers – Etch an identifying
number into the trailer chassis. Thieves can
repaint stolen vehicles, but an engraved code
number can help owners to reclaim chassis
which have been recovered.
• Wheels and batteries – Make sure spare
wheels and batteries are locked securely on to
the vehicle, and marked clearly with irremovable
paint.
• Clothing – Check official clothing and company
identification is returned to you by staff when
they leave your employment, since this can be
a useful aid to a thief trying to claim authority to
collect goods.

PHYSICAL SECURITY
This can take the form of additional or stronger
locks or grilles.
• Windows – Windows are vulnerable and
can provide easy access. For panel van rear
windows, fit steel bars or grilles riveted behind
the glass area.
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• Additional locks – All opening points – doors,
shutters, access flaps – can be fitted with
additional deadlocks for extra security.
Remember that any lock is only as good as the
material that surrounds it. If replacement lock
barrels are fitted, make sure you put reinforcing
plates into the door. An extra padlock isn’t
enough; and you have to rely on the driver to
lock it.
• Slam locks – Consider fitting slam locks for
shutters or rear loading doors; these mean the
driver only has to close the door for the locks to
work.
• Bulkheads – dividing partitions between
the cab-section and the load-carrying
compartment in panel vans, isolate the goods
and make it more difficult for opportunist
thieves.

ALARM SYSTEMS
These serve two major functions to create a loud
noise which serves as a warning and a deterrent,
and when installed along with an immobilisation
system, they ‘buy time’.
When deciding on what kind of alarm system
to install, it’s crucial to make sure the insurance
company stipulates clearly the standard and

www.jersey.police.uk

level of security which meets its requirements.
Manual or automatic (passive arming) systems
are available. With a manual system, the
driver has to turn the system on, whereas
an automatic passive arming system is self
setting. Remember, it is vital that the sounder is
fitted securely, and is inaccessible to a thief. A
professional security systems installer will know
how to do this. Different alarm systems work in
different ways.
• Rear door ignition alarm – the alarm is
activated if the rear doors are opened while the
ignition system is still on. This ensures that the
driver closes the rear doors securely before
starting the engine and driving off. It can be
a strong deterrent against attacks while the
vehicle is still travelling, eg at traffic lights.
• Panic button – can be fitted in conjunction
with any vehicle security alarm system. This
provides a good deterrent against personal
attack.
• Paging System – alerts the driver if the alarm
is activated when he/she is out of direct earshot
of the vehicle. This is provided the driver is
within range of the pager, which can be from
100m to 2km, depending on the specification.
All security equipment should comply with
BS6803 Part 3, BS AU209 (appropriate parts)
or any other pertinent British or International
Standard.

MAINTENANCE
Remember that vehicle security systems will
suffer far more wear and tear than premises
intruder systems, due to weather conditions,
possible damage by servicing mechanics and
general driver abuse. This means that they
have to be regularly maintained if they are to
continue to comply with insurer requirements.

DON’T ‘FIT AND FORGET’
Obviously you need to keep your vehicle on
the road for it to be cost effective. However
although the original installation specification
may be acceptable for insurance purposes, the
state of the system after continued use may
lead your insurer to query its effectiveness. A
service certificate will show that it has been
regularly maintained. 
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JET Communications
Leading the way since 1996
Proud to support Crime Prevention and Security
in the Business Community in the States of Jersey
SpliceCom – AVAyA – 3Com
Draytek – Netgear – HP
Our main business focus is on the supply, installation and maintenance
support of communication solutions to also include IT infrastructures.
JET have a large customer base built across numerous jurisdictions.
Please contact us for free consultancy
JERSEY
Tel. 01534 634734
GUERNSEY
Tel. 01481 242345
jet@jetcommunications.com
www.jetcommunications.com
…it’s all about choice
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