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States of Jersey Police (SOJP) 

Privacy Impact Assessment (PIA) on the Installation of CCTV cameras in the St Helier Waterfront Area 

Compiled by Colin Renouf, Data Protection – Audit Officer on 30 April 2015 

Introduction 
As part of the agreement between developers of the Waterfront and the States of Jersey Planning and Environment Department, funds have 
been made available for the installation of four cctv cameras in the area.  In preparation of this PIA, the Jersey Office of the Information 
Commissioner’s Codes of Practice & Guidance on the Use of CCTV Equipment, the UK Information Commissioner’s Office’s Code of Practice for 
Surveillance Camera and Personal Information, and the Education and Home Affairs Scrutiny Panel’s “Camera Surveillance in Jersey” Report 
(SR1/2014) have all been consulted.  

Identify the need for a PIA 
The project will involve the collection of further information about individuals. 
The project will compel individuals to provide information about themselves. 
The project involves the extension of technology which might be perceived as privacy intrusive. 
The project will involve making decisions or taking action against individuals in ways which can have a significant impact on them. 
The information may include sensitive personal data. 
 

Consultation 
It should be recognised that there is a wide range of stakeholders.  
Police Officers investigating crimes - will need to be alerted to this new facility and instructed on how to use it in order to maximise the 
project’s potential, particularly FCR staff.  
Chief Inspector Chris Beechey, Community Policing 
Ian Robins (IT Infrastructure Manager) – responsible for installation and ongoing maintenance. 
Colin Renouf (Data Protection Officer) – responsible for advice on data protection compliance. 
Residents and business owners of the Waterfront  – whose personal data is the most affected by the implementation of this project. 
The Office of the Information Commissioner 
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Describe the information flow 
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Principle 1 – Personal data must be fairly and lawfully processed 
 
FAIRNESS: Immaterial of the available funding, one of the main issues relevant to the data protection law is that of proportionality. In other 
words, the need for installation of these cameras must be a fair and reasonable response to the incidents prevalent in the area of the 
Waterfront. Statistics prepared by the SOJP indicate that 394 incidents were reported in the area from 2013 to date,(see Appendix 1). It is also 
acknowledged that cameras operated by SOJP already exist in the area, specifically west of La Frigate, opposite Cineworld, and just outside 
(south of) the Aquasplash. These cameras have been in position since before the development of significant areas of the Waterfront (Castle 
Quays, the Marina, and the Radisson Hotel) and which have now increased the level of obstruction. The growing development of the 
Waterfront has also placed more demands on each camera and in determining which angle each camera should be trained on. For example, 
should the camera west of La Frigate be angled towards La Frigate, or the rear of the Radisson Hotel, or maintained in its original position, on 
Victoria Avenue? It should also be acknowledged that there are a number of existing cameras in the Marina area already operated by the 
Harbours and Airport Department. These are run on a separate system and cannot be utilised by police during a “live” incident. Evidence can 
only be secured retrospectively. I would therefore contend that the “Fairness” test has been met. 
 
LAWFUL: Within the Police Force (Jersey) Law 2012, police officers have a duty keep and preserve the peace, prevent offences and bring 
offenders to justice. Similar powers are also provided in the Police Procedures and Criminal Evidence (Jersey) Law 2003. The “Lawful” test has 
been met. 
 
In addition, as cameras will potentially record both personal data and sensitive personal data, legitimate processing conditions from both 
Schedules 2 and 3 must be identified. The following valid processing conditions have been identified:- 
 

Schedule 2 – Personal data 

3 Processing under legal obligation. The processing is necessary for compliance with any legal obligation to which the data controller is 
subject, other than an obligation imposed by contract. 

4 Processing to protect vital interests. The processing is necessary in order to protect the vital interests of the data subject. 

5 Processing necessary for exercise of public functions. The processing is necessary for – 
(a) the administration of justice; 
(b) the exercise of any functions conferred on any person by or under any enactment; 
(c) the exercise of any functions of the Crown, the States or any public authority; or 
(d) the exercise of any other functions of a public nature exercised in the public interest by any person. 
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6 Processing for legitimate interests. The processing is necessary for the purposes of legitimate interests pursued by the data controller 
or by the third party or parties to whom the data are disclosed, except if the processing is unwarranted in any particular case by reason 
of prejudice to the rights and freedoms or legitimate interests of the data subject. 

Schedule 3 – Sensitive Personal Data 

3 Vital interests. The processing is necessary – 
(a) in order to protect the vital interests of the data subject or another person, in a case where consent cannot be given by or on behalf 
of the data subject, or the data controller cannot reasonably be expected to obtain the consent of the data subject; or 
(b) in order to protect the vital interests of another person, in a case where consent by or on behalf of the data subject has been 
unreasonably withheld. 

6 Legal proceedings etc. The processing – 
(a) is necessary for the purpose of, or in connection with, any legal proceedings; 
(b) is necessary for the purpose of obtaining legal advice; or 
(c) is otherwise necessary for the purposes of establishing, exercising or defending legal rights. 

7 Public functions. The processing is necessary for – 
(a) the administration of justice; 
(b) the exercise of any functions conferred on any person by or under an enactment; or 
(c) the exercise of any functions of the Crown, the States, any administration of the States or any public authority. 

10 Prevention of unlawful acts. The processing of the personal data – 
(a) is in the substantial public interest; 
(b) is necessary for the purposes of the prevention or detection of any unlawful act or unlawful omission; and 
(c) must, in order not to prejudice those purposes, be carried out without the data controller’s seeking the explicit consent of the data 
subject. Reg. 3 Data Protection (Sensitive Personal Data) (Jersey) Regulations 2005 

 
Outstanding issues 

 In addition to the valid processing conditions detailed above, the External Advisors to the States of Jersey Education and Home Affairs 
Scrutiny Panel “Review of Camera Surveillance”, highlighted the following issues:- 
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Outstanding issue Risk Recommended solution Solution 
approved/rejected by: 
(signatures req.) 

For action by and 
completed date 

“public surveillance 
needs to be conducted 
on the basis of consent. 
Consent needs to be 
evidenced rather than 
simply 
assumed…Appropriate 
public consultation and 
awareness exercises are 
therefore critical in 
ensuring continued 
public support for the SoJ 
Police operation of CCTV” 
(p.91). The report goes 
on to say, “the need for 
individual cameras 
should be backed up with 
public consultation and 
direct engagement with 
those living in residential 
properties surveyed by 
such cameras” (p.95). 

Local residents and 
businesses may be 
concerned about privacy 
intrusion. 

Continue as planned with 
meeting with local 
residents and businesses 
on 5 May. (Scrutiny 
Report, 
Recommendation 7) 

Approved completed by May 5th 

The general public may 
be supplied with 
insufficient information 
as to the purpose of this 
extension. 

Publish this PIA on SOJP 
website, press release to 
advertise fact, and invite 
comment. (Scrutiny 
Report, 
Recommendations 1 & 3) 

 

Approved 

 
By end of May 2015 

The absence of signage 
within the existing town 
centre cctv system was 
noted. “Signs are a way 
of making people aware 
that they are under 
surveillance and are 
therefore an essential 

Without the introduction 
of signs, there is a risk 
that SOJP could be 
accused of unfair 
processing. 

Place signs at external 
perimeters of camera 
ranges. . (Scrutiny 
Report, 
Recommendation 4) 

 

Approved 

On completion of camera 
installation June 2015 
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way of ensuring 
surveillance by 
consent…Signage is now 
standard practice 
elsewhere in 
Europe…Prominent signs 
advertising the existence 
of cameras are thus likely 
to assist their deterrence-
based crime reduction 
benefits” (p.96). 
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Principle 2 – Personal data must be processed for limited purposes 
 
The proposed cctv project is entirely in line with SOJP’s publically stated purposes, which includes the prevention and detection of crime; 
apprehension and prosecution of offenders; protecting life and property; preserving order; maintenance of law and order; rendering 
assistance to the public in accordance with force policies and procedures; and any duty or responsibility of the police arising from common or 
statute law. (See Fair processing Notice on SOJP website and Notification held with the Office of the Information Commissioner’s Register.  
 
 

Principle 3 – Personal data must be adequate, relevant and not excessive 
The proposed location of each camera is intended to maximise public area coverage while minimising access to private dwellings. See 
Appendix 2 (Scrutiny Report, Recommendation 3) 
 

 Position Area covered 

1 Attached to Radisson Hotel La Frigate, Jardin De La Mer, Bronze Tree, western pier of the Marina. 

2 Attached to Radisson Hotel Radisson Hotel car park, road in front of (south) Cineworld, Pizza Hut, most of the new temporary car park 
that is being constructed to replace the current Esplanade car park once developers move in to that site. 

3 Attached to Radisson Hotel Bronze Tree, Radisson Hotel alfresco area, Marina, front of (west) Castle Quays Apartments. 

4 Pole on green above 
underground car park 

East side of Castle Quays, alleyway between Blocks 1 and 2, small roundabout leading towards the Queen 
Elizabeth Terminal and Albert Pier. 

 
 All four cameras will remain operational and record 24 hours per day, but when not being used for a specific incident, will remain zoomed out 
to obtain the widest view possible of public areas only, and will not be trained on private areas. The responsibility to ensure this practise is 
complied with is the responsibility of the FCR Supervisor. Only trained FCR officers can operate the cameras which is done so on computer. 
Each officer has their own unique password to access camera operation, which is fully auditable. There will be no audio recording or data 
matching facilities. As stated above, the relevance of such a system can be measured by the number of incidents reported. The system is 
expected to produce data of high quality, sufficient for evidential use. There is already a clear fault reporting procedure through the internal 
email system. 
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Outstanding issue Risk Recommended solution Solution 
approved/rejected by: 
(signatures req.) 

For action by and 
completed date 

There will be an ability to 
observe limited activity 
within private dwellings 
or on boats moored in 
the harbour.  

Residents may be 
concerned about 
excessive privacy 
intrusion 

This risk can be 
minimised through 
training, the introduction 
of a new robust CCTV 
policy, and detailed 
auditing of the system. It 
is recommended that an 
audit is conducted within 
12 months after the 
installation of the 
cameras. (Scrutiny 
Report, 
Recommendation 5) 
  

Approved 

Update of policy by end 
of 3rd quarter 2015 
 
 
Audit after 12 months of 
installation (June 2016) 

 

 
Principle 4 – Personal data must be accurate and up to date 
As stated above, the quality of the data to be obtained from these cameras is expected to be high and suitable to be used as evidence. 
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Principle 5 – Personal data must not be kept for longer than necessary 
Data stored as evidence are in accordance with retention rules already in place, and vary depending on the type/seriousness of the offence.  

Outstanding issue Risk Recommended solution Solution 
approved/rejected by: 
(signatures req.) 

For action by and 
completed date 

In the case of unused 
data, the current town 
cctv system, into which 
these 4 new cameras will 
be integrated, is held for 
90 days. Consideration 
needs to be given as to 
whether this retention 
period could be 
considered as excessive.   

SOJP could be viewed 
upon as holding excessive 
data. 

There have been several 
instances where police or 
lawyers have had cause 
to view cctv at the post 
charge stage of an 
investigation. This would 
not be possible in many 
cases if the retention 
period were to be 
reduced to 31 days. 
Unlike many 
organisations (including 
MPS), SOJP has sufficient 
capacity to store data for 
90 days. Clearly there is a 
useful purpose for such a 
long retention period, 
and it is recommended 
that SOJP maintains the 
90 day period. (Scrutiny 
Report, 
Recommendation 6) 

 
 

Approved  
90 day retention policy 

 
  
 
 
 
 

Action completed retain 
for 90 days 
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Principle 6 – Personal data must be processed in line with data subjects’ rights 
 
Data subjects have various entitlements including, subject access, right to prevent processing that is likely to cause distress, right to prevent 
direct marketing, right to prevent automated decision making, right to compensation, right to rectify, block, erase or destroy inaccurate data, 
and right to request Information Commissioner to assess a data controller’s processing. All these are explained in the Fair Processing Notice on 
the SOJP website.  
 
 
 
 

 
Principle 7 – Personal data must be secure 

Physical security 
 
The intended positioning of the new cameras will be out of reach from the general public to avoid malicious damage. Only the SOJP IT 
department hold keys to access the cameras. Data will be transmitted from the cameras to SOJP Control Room at Headquarters through a 
secure fibre link and encrypted wireless connection. Access to both the building itself is restricted, and access to the Control Room is further 
restricted to only officers that need access to undertake their particular roles. Any visitors are required to sign in before entering the 
building and must be accompanied by a member of staff. Movements of personnel within the building are be monitored. Control Room staff 
have immediate access to the cctv system to respond to a “live” incident. Officers not working in the Control Room are required to seek 
written authority from an officer of at least the rank of sergeant, before they can view cctv footage. Data seized as evidence is stored as part 
of an electronic crime file. Officers are trained to access such files only for policing purposes. Access to these files is also audited. 
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Principle 8 – Personal data must not be transferred to other countries without adequate 
protection 

Outstanding issue Risk Recommended solution Solution 
approved/rejected by: 
(signatures req.) 

For action by and 
completed date 

CCTV data may be 
subject of request for 
disclosure to outside the 
EEA.   

Subjects can be at risk if 
their data is transferred 
to certain countries 
outside the EEA, which 
may have less effective 
data protection or human 
rights laws. 

If such a request occurs 
seek advice from the 
Data Protection Officer. 

 

Approved  

Action completed 
Seek advice of DP officer 
in appropriate 
circumstances 
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Issues affecting all Data Protection Principles 

There are a number of issues, although mentioned above already, require special attention as they relate to all, or almost all the Principles of 

the Data Protection Law. These areas fall into what the Scrutiny Report would regard as “appropriate governance arrangements” (Scrutiny 

Report, Recommendation 5) 

Outstanding 
issue 

Risk Recommended solution Solution 
approved/rejected 
by: 
(signatures req.) 

For action by 
and 
completed 
date 

Training Insufficient training poses a higher risk of 
misunderstanding or misinterpretation of 
the rules governing cctv use. 

Ensure that existing cctv training is 
formalised and documented (Scrutiny 
Report, Recommendations 5, 22) 
  

Approved 

End of 2nd 
quarter 2015 

Policy An outdated policy is unlikely to provide 
officers with clear, updated guidance on 
how to operate the cctv sytem, and the 
rules to be observed, frequency and 
methodology of audits. 

Update existing policy to give clear and up 
to date guidance on all aspects of cctv, 
including data protection compliance and 
training requirements.  (Scrutiny Report, 
Recommendations 5, 21) 
 

Approved End of 3rd 
quarter 2015 

Audit/Review Without auditing the opportunity to 
validate that procedures are being 
followed or that the policy continues to be 
fit for purpose are limited. Effective 
auditing also provides confidence to 
management and the public that suitable 
measures are in place to ensure 
compliance with the Data Protection Law.  

Conduct an audit every 12 months to 
include usage level of each camera, ensure 
procedures as prescribed in the updated 
policy are being followed, and ensure that 
any issues highlighted are reported to 
management and acted upon without 
delay. (Scrutiny Report, 
Recommendations 5, 19, 20, 23) 
 

Approved 

 

12 months 
after 
installation 
(June2016) 
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Appendix 1 

Year Incident type Waterfront La Route du Port 
Elizabeth area 

La 
Frigate 

Grand 
Total 

2013 Nuisance / Antisocial 28 4 3 35 

General Assistance 11 16 2 29 

Welfare Check 7 5 4 16 

Public Order / 
Drunkeness 

9 4 1 14 

Domestic Incident 6 6  12 

Larceny 9 3  12 

Intruders / Alarm 7 4  11 

Assault (Common) 5 1 2 8 

Other Incident / 
Offence 

2 4 1 7 

Transport / Escorts 3 4  7 

RTC (Damage Only) 3 1 2 6 

Mal Damage 
(Vehicles) 

3 2  5 

Traffic (Other) 2 3  5 

Driving Complaint 2 2 1 5 

Fraud 2 1  3 

Other Crime   3  3 

Drink / Drive Offence 1 1  2 

RTC (Injury)   2  2 

Document Offence   2  2 

Assault (G & C) 1  1 2 

Drugs 1  1 2 

Con & Use Offence   2  2 

Mal Damage (Other)   1 1 2 

Ag. & Fish / Animals   2  2 
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Missing / Lost Persons 1   1 

Airport / Harbours / 
Alerts 

  1  1 

Break and Entry 1   1 

Roads / Beaches / 
Parks 

  1  1 

Parking Obstruction 1   1 

Lost & Found 1   1 

RTC (Hit & Run) 1   1 

Licensing 1   1 

2013 
Total 

  108 75 19 202 

2014 Nuisance / Antisocial 23 5 5 33 

General Assistance 11 7  18 

Larceny 12 1 4 17 

Transport / Escorts 2 10  12 

Welfare Check 6 2 2 10 

Drink / Drive Offence 2 4 2 8 

Domestic Incident 4 2 1 7 

RTC (Damage Only) 3 1 1 5 

Other Incident / 
Offence 

2 3  5 

Driving Complaint 2 2  4 

Public Order / 
Drunkeness 

2 1 1 4 

Mal Damage 
(Vehicles) 

2 2  4 

Intruders / Alarm 2 1  3 

Assault (Common) 2 1  3 

RTC (Injury) 1 1 1 3 

Mal Damage (Other) 2 1  3 

Drugs 1 1  2 
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Lost & Found   2  2 

Childrens Law 1   1 

TADA 1   1 

Assault (G & C) 1   1 

Parking Obstruction 1   1 

Traffic (Other)   1  1 

Other Crime 1   1 

Mental Health 1   1 

Hazards (Trees / 
Floods etc) 

  1  1 

Airport / Harbours / 
Alerts 

  1  1 

2014 
Total 

  85 50 17 152 

2015 General Assistance 4 1 2 7 

Nuisance / Antisocial 3 1  4 

Drink / Drive Offence 1 2  3 

Welfare Check   2 1 3 

Domestic Incident 1 1  2 

Transport / Escorts   2  2 

Driving Complaint 1 1  2 

Other Incident / 
Offence 

2   2 

Traffic (Other)   2  2 

Larceny 1 1  2 

Mal Damage 
(Vehicles) 

1 1  2 

Other Crime    1 1 

TADA   1  1 

Sexual Offence / 
Assault 

1   1 

Lost & Found 1   1 
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Appendix 2 

 

 

Intruders / Alarm   1  1 

Public Order / 
Drunkeness 

  1  1 

RTC (Damage Only)   1  1 

Assault (Common) 1   1 

Mental Health 1   1 

2015 
Total 

  18 18 4 40 

Grand 
Total 

  211 143 40 394 

Camera 2  


